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* £X : VERACODE - Secure Development Survey: Developer's Respond To Application Security Trends (2021)

ADEQ0 JHUEON 2 AZEQ0] JHLUIHOIM JHURIS| M) =2|X QF SOZ QIgH HOotFofy 3
ATSS ZAslH AO|H EOt HOZRE OtFst ATEQNE 7HEol7| flot Y&l HoteES 2ln
JHet MEHZT|(SDLC, Software Development Life Cycle)Q| 2t HAEHZ Q1=

HOMEIES Soff QM AZEYNE THE & JUEE o ELt. HUEHES ME0H ATEY00] WHSH=
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W2 Hotoh= ICT 71 2HE0 Y0 QUZHZ0F EoE Cfeh Z0F0| ZX AMZEl= 210{0f CHet 20t
710|=9] EQ-d0| =O0XLt. [0 ZUZHM 7HE Ol EEELT U= AUAHE ZAGIH 1 5 M7t 74
2 OO A0 CHet AIFOEE 7H0|=5 MZSHA =IUCE

OopM2 199140 HHE T80z SMZN ZEXO0IH QEIZ|E4], MMXEH, X EfY
(dynamically typing) CHEF A0{0|Ct. TSt EHES X|I5HH, 210|22{2|(2E)7t SF6I0 kS HIE6
Og] W 7|2, A7 & HHAM X7t FO0IX|LL U= FMILE 2Z0= & WY 0[H: T2HH,
HA2Y LA MSSH= 2A0ZE C, JAVAE MR MSE 190 RE7|= L}

TIOBE Programming Community Index
Nov 2021 Mov 2020 Change Frogramming Language Ratings Change
3 -~ Prythe 11779 -0
1 w @ G 10.72% 5 49%
3 3 ava 10.72% 0.8
1 f‘g £ B.28% +0.69%
5 1;3 058 +1.50%
* &X : TIOBE - I}O[*M Programming Language of the Year (2021.11.)

2 710|E= TP ATEQ0 7HE Al 2 7iset Hot /1y 2ASE 2o o HAHMAM ASaH0F dh=
SO0 Ce At otdet I 7|9, #d IE KME XSl 2HHiet AZEQN U0 =2 F=
AS SHZ ot MO 3.X HES 7I22= HGEUQH, F3HA HOF MA 7|E &5 5 A0
E40| M2p L 52 HAUC
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PART XI2& AIRO0=ZE JHOI= | M L=CIOIE 2SS 2 H

re

IOAMOflAM = ClIO|E{H|O| A0 AMIA AMSEl= CHYSH MO RE7t0] URHYS &2{st7| {lo DB-APIE
HoI5tar UL 2t CO|E{H|O|ADICE 2| DB 2ES OI&3H H|O|E{H|O] A0 AMASHA EICt. DB-API 20i|%,
IO M0jlA= Django, SQLAIchemy, StormS2| ORM(Object Relational Mapping)S AF25t0{ H|0|E
HIO| A0 UMASH £ ULCH.

IO[MOIAM X|25k= CHYSH ORMES 0] &510] HLt QHMGHA DBE AI8E = UXIT AR =F6H 2249
H2Z Y 022, dsKst 52 0|/= 21 Al SQL A3l0| BT A7t ULt ORM LAl fA| H2IE

AMEots B2 ASER H2 2/F YHAUCE s SOL &Y 40| Y + U,

Lt. orst 2gy|y
DB API AIg Al QIXISHE! H2P)S Sal 2 2US BIRISIGHN AISSIZ SQL Y BHORRE| OXs
258 4 rk

IHO[MOfl A E0| AFE &= ORM Q2 2= Django?| querySets, SQLAIchemy, StormS0| ULt
ORM Z|TE 7|2x0z DE H2|20| QIXISHE HRI2S AIBSIDZ SQL A SHOZEE OFHsit,
ORM LU T LHOIM Al SOLE AFEY FR0x F YIS QIAtetE #2229l HiRlE B2 AR
P ord

—

o

JES AN 4 U

ol

Ct. 3= OofiA|
7h) DB API AL Of|H|

CH22 MySQL, PostgreSQLS| DB APIE AtEsl =t &0t X2| of= QUHGHK| 22 ZE GAICE
Qe AHZS U B0} B namellt content_id| &E5tl(line 8-9), 0| namel} content_id {0l CHSH
HEo| AZ 20| HIRQ QX ZUCE Ar8sot= U 2XtE ZElS Sl H2IE Mot UCkline 12-15).
O] 4 content_id #CZE @’ or ‘@’ = ‘a%t €2 324 2XES ot™H XHHO0| content_id = ‘a” or

‘a’ = a'2 HIF, 1 A} board HOIE FX| HZES| name ZEO| LHRO0| FAXII} MG name?)

Aot Qladzre a2 2| A2 S| 91 DB APIOAM HESHs 7|58 Atgsi 22
o]
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from django.shortcuts import render

2. from django.db import connection

3:

4: def update_board(request):

B cosoes

6: dbconn = connection

7:

8: with dbconn.cursor() as curs:

9: # QR2RE LR S 43S Sl0| MEY E QS| Pt
10: name = request.POST.get(name’, ")

11: content_id = request.POST.get(content_id', ")

12:

13: # ARZAe] ASEA| 22 YEiES ABd & el dd
14: sgl_query = "update board set name=" + name + " where content_id="* + content_id + ""
16:

16: # 2F U0 435 glo] FH22 ET0] QHMoRX| ATt

17: curs.execute(sql_query)

18: dbconn.commit()

1€

20: return render(request, '/success.html’)

OS2 0|2 QMG FEZ HEISH GIAIS 200t MM Ofl|Qt 22| Q2 g Qf Qs 2
tatEl #H2| MM Z(line 11) execute() HAMEL| F Iy QIX} 2t Q
FH2Z2S HEisHline 15). O|EA| DH7HEH= HIRQIZS Sdll execute()
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from django.shortcuts import render

2. from django.db import connection

3:

4: def update_board(request):

B oooonc

6: dbconn = connection

7:

8: with dbconn.cursor() as curs:

9: name = request.POST.get(name’, ")

10: content_id = request.POST.get(content_id', ")

11:

12: # 22 Uy ZAMO=HEH otMet QlRtete HEE AT

13: sql_query = 'update board set name=%s where content_id=%s'
14:

{52 # AR UHAU0| QUXtEtE H2lof HIRIE = AdlEB= OHdsiTt.
16: curs.execute(sqgl_query, (name, content_id))

17: dbconn.commit()

18:

19: return render(request, '/success.html’)

SQLite DB API AtE A0 SUotA X2l HE|Z2S AMHM Ydotil ALEAT Y= Hieldohs WS

Ly

MEoHOF ottt SQLiteMlM= QIXtetE H2IE TS7| fI6H “?"E Placeholder2 AESI7Lt “:name™MEH

Named Placeholders AtEot= ¥ 27tXIE HE 7+SolL!.

L) ORM ALE OilH|

Diango®| querysets= #2| QIXI3IS AIGH MRS T4517| TH20) SQL Y BHOBEE QHMSIL
S0/t Al SQL I AFBR FO| SQLS MBS ZROIE A U222 QIXIEIE H2lol Hely w2
AL25te S,

Of2i= Djangol| #A| SQLE At&3dl= MAIE 20 FL}. Django?l ORM I2||T= Al SQL #HEIE
+85t7| floll Manager.raw() 7|52 MBS QAEZEE S 9 AHZH(ine 6)2 HEIE MM

N ZEOZ M3 H2ES 7ot UCi(line 11).

11
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cre

HAZ
_I_
AR

o

—

45t2(line 10), raw() HIAZOIA S

FE0|AM= DjangotlA EA| ZE A3l Ao QI
2 M5tz st HAIE

from django.shortcuts import render

from app.models import Member

def member_search(request):

name = request.POST.get(name’, ")

# Q=2 23 8ol AL MR esct

from member where name="

Y0 ARZolf QfE

query="“select * + name +

# o S HT 0| A8t H2ES raw(+= HlolH

data = Member.objects.raw(query)

return render(request, '/member_list.html’,

20| ELh 9N YIRS EH AR

T QUK HiQl

IXtHEl #H2|Qt params Q14>

QIR BLCE

{member_list":data})

49 MHE

o BAZ AR

=
T=
O|X|

|_

|
raw() 42 HQI
AtaEl 32| §Aloz

12

1:

10:
11:
12:
18k

2
3
4
5
6:
7
8
9
0

from django.shortcuts import render

from app.models import Member

def member_search(request):

name = request.POST.get(name’, ")

# QR UHUS raw() B HY Al HIQIY W2 ALESI0 #H2| F£27t
# HALX| L2 St (list H2 %s, dictionary &2 %(key)sS Al)

query='select * from member where name=%s'

# QXtetE HElES i

data =

AtESH0] raw()

Member.objects.raw(query, [name])

gon

=off 2PHoltt

i
fo

A
o

return render(request, '/member_list.html’,

{member _list":data})
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2t Xz
® CWE-89: Improper Neutralization of Special Elements used in an SQL Command (SQL Injection’), MITRE,
https://cwe.mitre.org/data/definitions/89.html

@ SQL Injection Prevention Cheat Sheet, OWASP
https://cheatsheetseries.owasp.org/cheatsheets/SQL_Injection_Prevention_Cheat_Sheet.html

® Sqlite3 DB-API, Python, Python Software Foundation,
https://docs.python.org/ko/3/library/sqlite3.html

@ MySQL, Python Coding Examples, Oracle Corporation
https://dev.mysql.com/doc/connector-python/en/connector-python—examples.htm|

® Django QuerySet API reference, Django Software Foundation,
https://docs.djangoproject.com/en/3.2/ref/models/querysets/

® Django Performing raw SQL queries, Django Software Foundation,
https://docs.djangoproject.com/en/3.2/topics/db/sql/

@ SQL Expression Language Tutorial, SQLAIchemy,
https://docs.sglalchemy.org/en/14/core/tutorial.html#using—textual—-sq|

13
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2. 1= &Y

7L e

Do nEr) U 5N

2 Pl R TR

@

THRE ABEQ0I0] |E SHZ HHGHES O TES HYFH ATEQ0)} HIPNKOR SHEHS
Sf= HIOIOPYS WBICL FE 41 mRI2Y 21of KRS 7150 36 OIRICHS Holk SIRIF o]
eIt Ciach DEasoM SRSl Uizt Lol ZE7 BEEs 22 S8 A9, BAKE HUAD|
OEGH| 22 FES MM HES LHGL AUF 23, AAH HAO MY S2 ¥ 4 ULt

OO TS 48 B2 QU 4 U FHEE eval), exec) SO T BT 0] QXIS B3|
HBSHK| 2 ZS TP MYS T IHE ABE 4 Uk

Ct. ZE0IA|
7h eval(gts= ArE Ofl|
CE2 QHGHK| 2 ZEZ eval()S AE0H ABAIZREH YW= S HAGI0 ZutE Hiet Sh= GiMICh

YRBEE U WS YUS OFRH S G0l eval) Y ARR A}



PART HMI2& AIROZE JIOIE | HIE L2MHIOIE S % B3l

QF YIS 4T 80| AIBY 42 S4At= IO TEE Soff Uy Vs HAS flot 20|82 2E
U AU S 4 S8 MY 45 Uk OIS SO, A} LIS 22 TSS Y F2 205 S
S8 D=JH0| sleep SfEHO HIE 2 AT

GIAl) “compile(‘for x in range(1):\n import time\n time.sleep(20)’,’a’, single’)”

1:  from django.shortcuts import render

2:

3: def route(request):

4: # QARO0AM UHE S 4T Gl0| AZotH QIHGHK| 40t
55 message = request.POST.get(message’, ")

6:

7: # 22 AHUS ET 20| eval B0 MESY F2? QEoHX| L2 FET}
8: # AAE = AN Aot

9: ret = eval(message)

10:

11: return render(request, '/success.html’, {'data"ret})

ChS2 QtHst IEE Hetst OME Ho =0t . =7t LHo| ZeHE (oM ZEE Mg + AUx)
S4 2R 52 WEY ol AW 23 TCS FUGHH TE 49 37 NS st 4 0. of ISk
Q2 W o2 YZline 4)2 eval) B0 UKt ZOE AIBSH| FO| Y20 Y2 £ABIOR Y2
HA=X| HS S(ine 9) AI2oIE=E 5t UCH

1: from django.shortcuts import render

2:

3: def route(request):

4: message = request.POST.get(message’, ")

5%

6: # MEX e"g B2, A= Hlokotn, TreF =gt o E+EAF Eatk o
7: # AS 8% Ol HAXIZ Btet oftt

8: if message.isalnum():

9: ret = eval(message)

10: return render(request, '/success.html’, {'data"ret})
11:

12: return render(request, '/error.html’)

15
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IfOM2 Chfet String MAEE MESotd AT Qo F MBS HAEE MEdH 28 YHA0 et

ANE 20 =COh

* str.isalpha() : ZAE W B A7 LMBI0| 1, MO{E SHLte| A7t EXHSh= ER Trues tt

* str.isdecimal() : 2AIE 2| 2= EAPt 4T EXI011, MO St 2X7t EXfch=s ER TrueS Higt

* str.isdigit() : 2t

U TE Al AR Y0l 5 B

IO M0l M= re 2t0|E2{2|E ALE

2 Wol Z= 2Vt A4, HOT stto| EXt EXots B
T AR Setk= 2 FA fxrsar Ze 22X B3 ex) B

—

e

[y}

ex) prog = re.compile(r'((A-Za-z0-9]+[.-_])*[A-Za-z0-9]+@[A-Za-z0-9-]+(\.[A-Z]|a-Z]{2,})+)

Lh) exec(&ls AtE OflH|

CIS2 exec() 5 AFST UMK 42 TE MME O ZCt 2%
QIXtZ AME3HL RUCk(ine 9). O

SAE EFZ2E 0|0{& £ ULt

—

# AAE HE E QIR0 Tt

exec({}0".format(function_name))

1:  from django.shortcuts import render

2:

3: def request_rest_api(request):

4. function_name = request.POST.get(function_name', ")
5}

6: # AZR0A MEL2 TS HSotK| f A

7: # AZZOZ “ import__(‘platform’).system()” S YU A
8:

9:

0:

1:

s

return render(request, '/success.html’)

Al =T E2 HoH 237 & Mol HEt &

= 910 exec 849
MA 75, MX|0] XSt
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OE2 fl ZEE QXiohA| Beteh oMCt 24 QE=2EH Q2 82 ZAE WROAM ZAE 20|28
0|E0| AHHO| Holot SH0|ERAEN ZESIE|=X| &Qlotl, 2AEN Sl= ZLAU ol HO|X|E gretetrt.
1: from django.shortcuts import render
2:
3: WHITE_LIST = [get_friends_list', 'get_address', 'get_phone_number]
4:
5. def request_rest_api(request):
6: function_name = request.POST.get('function_name’, ")
7:
8: # A8 Jtset 28 S0IERAE Z& U9 = Aot
9: if function_name in WHITE_LIST:
10: exec({}()".format(function_name))
11: return render(request, '/success.html’)
12:
13: return render(request, /error.html’, {'error:'s{2EX| 2 &=QL|CLY

= A DN =
® CWE-94: Improper Control of Generation of Code (Code Injection’), MITRE,
https://cwe.mitre.org/data/definitions/94.html

@ CWE-95: Improper Neutralization of Directives in Dynamically Evaluated Code (Eval Injection’), MITRE,
https://cwe.mitre.org/data/definitions/95.html

® Code Injection, OWASP,
https://owasp.org/www-community/attacks/Code_Injection

@ Python Built-in Functions — eval(), exec(), compile(), Python Software Foundation,
https://docs.python.org/3/library/functions.html#eval
https://docs.python.org/3/library/functions.html#exec
https://docs.python.org/3/library/functions.html#compile

® Python Built-in Types — isalnum(), Python Software Foundation,
https://docs.python.org/3/library/stdtypes.html

® Reqular expression operations, Python Software Foundation,
https://docs.python.org/3/library/re.html#module-re

17
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3. BT ZF L N &Y

7L e

DC st 10T alajin]

s & I..1,letcl

hl
by
i
¥t
-8}
iiod

0=

€ 449 e B2

HEEX QS AR YAYS Sof IY L M 5 AAY XAMY, A% EE S)O Ot Y2 5
o oz

HA =
247k ZROR AIAHO| BB X0l YoI2 FRE 4 U= HOIHOIL, HREX

U KR OFHS OIS BARKS X AH-AM, NAY HEL-E, AAH X9 7 B2 QI8 A&
R0l S8 QAL 4 UCH T3, Z2 I3 U XY HYS SN B2 HBER Q2 Haig B
o Mg HSILE MEAZ 4 T

IO|*M0jlM= subprocess.popen()t Z0| TZMHAZ 0= &4, os.pipe()XE OIO|ZE Ol= &4,

socket ¢Z SOA 2 LHAUS AS S0 M8 32 E= =& F Al HYl9| FUH0| e + AUC.

Lt Qrd

—

o

a3

M
I

|_

JEBHE WS YUS NYUMY, AN EE S)0| MUKR NS PP MU AZS AIES
SIZILY, AFEIOll ZOIE! 2IAE0] HBHE AEXIRF AIZSHES SOF BIh. S3l, 0| 0| TUHQ! ZL0)=

LEE M3 Z==2(directory traversal) 32| A™0| U= A/, \, .. S)F HZ{3HOF SHCt.

Ct. SO
7 B2 XX ol

[ge oY YBCE MY ZE S8 YW LYS O NS 20| ECh BIof 3P
Lol ] Jetclpasswd 9 22 S LK MR Y L HAIS Hat 571 Tl L80| S20IIE

Z0 EAME =X B2 AMAH” PELE 27 LYottt



PART HI2& AMFOZE JI0I= | HNE 2LOHIOIE HS X B |

1: import os

2. from django.shortcuts import render

3:

4: def get_info(request):

BF # QR YHUCEEH MAFS AH L=Cf

6: request_file = request.POST.get(request_file')

7: (filename, file_ext) = os.path.splitext(request_file)
8: file_ext = file_ext.lower()

9:

10: if file_ext not in [.txt', ".csv]:

11: return render(request, ‘ferror.html’, {'error:'IIAS & £ AFLICLT)
12:

13: # UHUS 4Z Q0| I M2|of ALE3UCt

14: with open(request_file) as f:

155 data = f.read()

16:

17: return render(request, '/success.html’, {'data":data})

Qe UAZIINM HZ ZEF ZXIE (/, \, .. )2 HAHS

- = —
OtS £ QUCL replace &4 QUT re.sub, filter 842 At E42X2 ZEZ 5t= AT 7SI

—

min

—_ e
1: import os
2. from django.shortcuts import render
3:
4: def get_info(request):
oF request_file = request.POST.get(request_file’)
6: (filename, file_ext) = os.path.splitext(request_file)
7: file_ext = file_ext.lower()
8:
9: # 2E UHUCE B2 WA 0|52 ASBIH ALSSIT.
10: if file_ext not in [.txt', ".csv]:
11: return render(request, 'ferror.html’, {'error"'IIAS G4 UAFLICE'TD
12:
13: # Y HolN Z2 & EXNES THE S
14: filename = filename.replace(.’, ")
(155 filename = filename. replace(/' ")
16: filename = filename.replace(\\', ")
17:
18: try:
19: with open(filename + file_ext) as f:
21: data = f.read()
22: except:
23: return render(
24: request, "/error.html’, {"error": "DIAUO0| EXHGIX| LHLE & 4 Q= THAJLICEH"}
25: )
26:
27: return render(request, '/success.html’, {'data":data})

19
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C22 QHHGHA| 22 IE OiA=Z, 2F S A% ZE HS =2 AtEotll QUCH 2F YHUS
U5 90l BT 29 7IZ Xl B2 oz 92 o2yt waE 4
10 import socket
2. from django.shortcuts import render
3:
4: def get_info(request):
55 port = int(request.POST.get('port))
6:
7: with socket.socket(socket. AF_INET, socket.SOCK_STREAM) as s:
8: # AR =2H YR AKX L2 ZE HSE 0/30t¢
9: # AIS HIQITSHH AEotl U0 QHMGER| PACH
10: s.bind(("127.0.0.1", port))
11:
12: return render(request, '/success.html’)
13: return render(request, '/error.html’, {'error''AZIHZA A1)

C122 OFXst IS B0 ZCH L2 XIRI0) T2 Al QR0IA 22 We IS BE WSS 22 NERR
I ARBSHs 22 HIZNGHN 2o, B Wt 9 58 Jiset S22 M 3 22 o ZaE
ZED YYEEE TCS SE0F it

10 import socket

2. from django.shortcuts import render

3:

4:  ALLOW_PORT = [4000, 6000, 9000]

5%

6: def get_info(request):

7: port = int(request.POST.get(port))

8:

9: # A2 Jtsst ZE HSE JJ0|EZ|AE O EEZ X|ct

10: if port not in ALLOW_PORT:

11: return render(request, '/error.html’, {'error''AZAZ A1)
12:

13: with socket.socket(socket. AF_INET, socket.SOCK_STREAM) as s:
14: s.bind(("127.0.0.1", port))
15 .
16: return render(request, '/success.html’)
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2}, EuX=
® CWE-22: Improper Limitation of a Pathname to a Restricted Directory (Path Traversal’), MITRE,
https://cwe.mitre.org/data/definitions/22.html

@ CWE-99: Improper Control of Resource ldentifiers (Resource Injection’), MITRE,
https://cwe.mitre.org/data/definitions/99.html

® Path Traversal, OWASP,
https://owasp.org/www-community/attacks/Path_Traversal

@ Resource Injection, OWASP,
https://owasp.org/www-community/attacks/Resource_Injection

® File Uploads, Django Software Foundation,
https://docs.djangoproject.com/en/3.2/topics/http/file-uploads/

® HTML Helpers, Werkzeug,
https://werkzeug.palletsprojects.com/en/2.0.x/utils/#module-werkzeug.utils
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4. AZAAN0IE AJEE(XSS)
7L e
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AZAMO|E AFZE ZZ(Cross-site scripting Attacks)2 HAIO|E0| 24H FES AQl5H
O|Ct 3ZXth= Y A SEEZTHO| ZES 0|85 AMIS(UYHINMOZ Z20|HE = JavaScript AHR)E
AHEXIOA HHCH XSSZH2 YUMo R OiE2|H 08 SAE KHEL AAEXIE SHE AL

XSS= SZAP} 8 SEEEIHUS £0] HLX0M HE - A= A9 HOHEE)E L2 AMEXt
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XSSEAM= IA Ml 7HX| Rol SAYHO| AT

* 23 1 : Reflective XSS (or Non—-persistent XSS)

© 23} 23EE TR S0
RS EEE RN E R Y

.‘ B YR S5 DA PR
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- Reflective XSS= 34 ZEE ARBX| HTTP Q0| Mt &, diEd 34 Z=E MH SH LHE0|
JE A (Reflected)Al7 HEFR XA Malst= S247|H0ICt Reflective XSS 348 st H
AEXIZ 5tog SAX} BHE MHEZ HI0|EE EWHEZS SHoF Sict. 0] Y2 28 oMoz HZHEH
YIE MEAt SHoI=E |fkols UAS UG JAXN= TGHAIL F A4St AO|EE FXoh=

URLS Y2SiE QT5tn, TRt 332 Y2stH ATET} siXle| HRRXoA IS0
St H5E0] AL, Reflective XSS B2 H7{LIZ2 Z7§ HAIR, T|A(Phishing) OIHY, £5 UR
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* 83 2 : Persistent XSS (or Stored XSS)
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O AT KM XSS SHLZEH

B35l F= 7|50| UMET AMGHK| IS AT U JHLKLQ
ALZ HE7|50| 2535} B AU Yooz Zo|= J|20{0f SiCY,

C}. I=OA|
7h) Django GilH|
O|5HoF gt AFZ0] E JtX| QULCL.

jango2| XSS 32Z0] Ciet HS

Django ZAUYI= XSS 340 LSt HOot7|SS LH&otn UKDt

U:IO

DjangoQ| “safestring(django.utils.safestring)’2l 7|52 228 AL

Y80 223t B 4 O

—

from django.shortcuts import render

2. from django.utils.safestring import mark_safe

3:

4:  def profile_link(request):

5 # Qe UHUS HS 20| HTML BT MH9| QAXZE AL

6: profile_url = request.POST.get('profile_url’)

7: profile_name = requst.POST.get('profile_name’)

8:

9: object_link = (a href="{}'M}{/a)".format(profile_url, profile_name)
10: # mark_safe@s= Django2| XSS escape HMZ L=X| L=Ct
11: object_link = mark_safe(object_link)

12:

13: return render(request, 'my_profile.html',{'obiect link":obiect_link})

= ] E =] “/m “ » o wen wny

Django ZAYI= HES WM Al HTMLOA £

rﬂ-
|O
hu
N

‘&) BF HTML QEE|Z X|& SHX|PF mark_safeS AMEE 4 0| HMS MEX| f=Ch OEEA
mark_safe &5 ASY ZR0= ZEet 7t Bl Mg 4 gl HIO[H tHaiAl= mark_safe
=5 AHESHA| ROfOF BiCt.
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—_ =

T 9@ Y@ @R

from django.shortcuts import render

def profile_link(request):

# 22 U2ZS AZS 90| HTML EfT M9l QX2 Al
profile_url = request.POST.get('profile_url’)
profile_name = requst.POST.get('profile_name’)

object_link = (a href="{}'M}{/a)".format(profile_url, profile_name)
# AM2[g 4 9= H0|E{0| CHaHAM= mark_safe B2 AR2alM QF =Lt

return render(request, 'my_profile.html',{'object_link:object_link})
r

CHS2 E CfE Django YT HES OHE HO| =Lt autoescape == A2 Al AHZUS off2
|E

o ZR2t JHE H0| oA safe HEHE MY 42 AZAMOIE AJEHE 340 =58 = UL
QITSHA| %2 T OflA
1: (ldoctype html)
2: <{htmb
3: {body)
4. {div class="content")
55 {% autoescape off %}
6: (I-- autoescape off2 MAGIH 3T E2L42| H|O|E= XSS 2Z0]
7 LEE & A0 )
8: {{ content }}
9: {% endautoescape %}
10: </div)
11: {div class="content2")
12: (I-- safe TE| AFROZ XSS 20| === 4 UCt —-)
13: {{ content | safe }}
14: </div)
150 {/body)
16:  </html)
|
ME|E £ Qle Yt = SX H0|E0f| i5HAE autoescape M S onQE MX5HOF 5tH, safe
THE £50| oAl A8E ZR0= F7HHQl HOIHR0| HQ I



PART HI2& AMFOZE JI0I= | HNE 2LOHIOIE HS X B |

1: (ldoctype html)

2: <html)

3 {body)

4 {div class="content")

b {% autoescape on %}

6 (I--autoescape on2Z oI EELQ| G|0|El= XSS 240 =&KX %5, —)

7 {{ content }}

8 {% endautoescape %}

9: {/div)

10: {div class="content2")

11: (I-- ABEX| &2 HO|E0l= safe ZEIE AIZGHK| =L —-)

12: {{ content }}

13: {/div)

14: {/body)

160 {/html)

r

autoescape S22 A28 AL U2 FO|E J7|20{0F $IT}. autoescape SMZS of 2 AHsH HIES

HO|XIZ include = extendsot= HEXMA| Fe0| 2HHEL. SSHOZ MEdk= HEXH0|X|M off2

AYE 4 "HES H0|X|7 XSS 340 &2 4 AUCt
L) FlaskOlA2l Of |
ALEXI| Q0| ZeHE 7, DBO| MEE 2t E= LHEQ| HAE EohM MdE 742 Zest H0HE 85

HHO|X| Y0l ArEdt= B XSS SH0| T 7ts-d0| U0 PIHoILt. Ofef GiXl= Flask ZJHIE

AEeh QHHSHA| 2 ARIE 2O ELO.

LS

from flask import Flask, request, render_template

1
2
3. @app.route('/search’, methods=[POST])

4:  def search():

55 search_keyword = request.form.get('search_keyword’)

6 # AEAS Y2 OtRH AT E= X2t 9l0] S& EH|O|X|0] Akgotn U0
7 # XSS 340| L4g + Ut

8

return render_template('search.html’, search_keyword=search_keyword)
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S 2 H0[X] MA0| ALB5H= CIOJEIS HTML YEJE| ZE (Entity Code)2 XIEI5I0] Q15
3Lt htmlescape HASE 2XIHS &, ( ¥ ) SALXS HTMLOIA X3 ZIOR BSISITE quote
8 20| TrueOlH 2R (92t ()F HHETE (a href="-0MHY GREZ TEE HTML 24

(attribute) 40| S0iZt ZXES Zae FR0T AT £ QAL

=
FH
rol
=O£
K=]

[

Iy

N

import html

from flask import Flask, request, render_template

@app.route('/search’, methods=['POST])
def search():
search_keyword = request.form.get('search_keyword’)
# =X YHO|X| &0 ArZ25E= Hl0|E=
# HTML QIEIE|ZEZ X|2tol0] HESIsH0f Sttt

escape_keyword = html.escape(search_keyword)

@ ® e F @ H @I

e
N

return render_template('search.html’, search_keyword=escape_keyword)

gt Xz

® CWE-=79: Improper Neutralization of Input During Web Page Generation (Cross-site Scripting), MITRE,
https://cwe.mitre.org/data/definitions/79.html

® Cross Site Scripting (XSS), OWASP,
https://owasp.org/www-community/attacks/xss/

® html — HyperText Markup Language support, Python Software Foundation,
https://docs.python.org/3/library/html.html

@ Flask Security Considerations Cross—Site Scripting (XSS), Flask docs,
https://flask—docs—kr.readthedocs.io/ko/latest/security.html

® Django Security in Django Cross site scripting (XSS) protection, Django Software Foundation,
https://docs.djangoproject.com/en/3.2/topics/security/
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Ct. Z=O0i|H|
CtE OXMl= os.system= 0|2dl AR =2 W2 YHS Soff Z2IUS Ao, R0 MHE=

QIXIZE BHOQ M0 AZEICE SHX|T oY =0 Alie T2 S HSHSHK| 11 U7| HZ0|
Q9| ZAX= Bote BE Z2IHMS Ay o+ UCf

1: import os

2. from django.shortcuts import render

3:

4: def execute_command(request):

55 app_name_string = request.POST.get(‘app_name',")

6: # = IOf2t0|EIS H|ekobX| S0t 2/ YHUCE HMEH

7: # DS D20| MY 4 QS

8: 0s.system(app_name_string)

9: return render(request, '/success.html’)

QIFO|A RIHES 20| BHOQ AUXNZ MEEX]| H1 HEH I AMHZE AHEE 0= AR SH0|E
2|AE OREL0[H HiES Folct = QR0 Y0 M2t HAEst Ii2t0[HE MESIE=E o0, 2|F o] f2XHst

5 S MEiS
Q20| YYOIR AIBEl= XS SXIsHOF BiCt.

ot

1 import os

2. from django.shortcuts import render

3:

4:  ALLOW_PROGRAM = [notepad', 'calc']

5%

6: def execute_command(request):

7: app_name_string = request.POST.get('app_name',")

8:

9: # Y=dh2 O2t0|E7 8E AIAE FHO SF0| ZHS=X A
10: if app_name_string not in ALLOW_PROGRAM:

11: return render(request, '/error.html’, {'error:'6|2EX| 42 TZ 7HILICE'D
12:

13: 0s.system(app_name_string)

14: return render(request, '/success.html’)
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Ct22 subprocess() &+E AL8dl HEo Z2MAR S8 Z2IUMS MHWdh= QHMSHK| 22 OIH|Ct
BE 2

oF YHUCE U2 M| o AS S10| subprocess?| At g2 AFESAL LY.

—

import subprocess

from django.shortcuts import render

def execute_command(request):
date = request.POST.get(date',")

# Y= OiEt0|EE Metobk| ¢0f MEE ZE Z=T30[ dlEd 4+ %

gjo

cmd_str = “‘emd /c backuplog.bat ” + date

subprocess.run(cmd_str, shell=True)

return render(request, '/success.html’)

A FHO L A= RN SOE Ol 25t HERRIS XIFsts E+2XK], 5, &, ¢,

\, DUt o 2ITHO|ME E2XK( ), )) )SS MHSIH HoHK| = 2FHH HHOPF 4Y¥E 5+ Y=

LEYS it

YOl 24012 B2 EAEID escape S 7152 ABols BEQ shlex BES A3 LEYS +uz
4 9ICt. subprocess® B4 7t & shellg TrueR UFY AL 57t TRAA0 ols) 20| AYE|D Ty
01, UUCTIE(), BHWS 25 SOl 4 75 US 20| AP HD2 shelle] SHS AFHOF Bt

(71222 False).
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N

import subprocess

2. from django.shortcuts import render

3:

4: def execute_command(request):

5: date = request.POST.get(date',")

6:

7: # JZOE Itz 4 = F 02 FH0| ddlE = U= FI/E0
8: # gt Of 2Ix2]

9: for word in [, 5, '&, ", ), ¢\ 1T

10: date = date.replace(word, )

11: # re.sub &S Aol SEAIE MHoks YHT Ut
12: # date = re.sub([[;:&)C\\\II', ", date)

13

14: # shell=True SN2 M of1 T QIXE HIZ=E UH
(53 subprocess.run(['emd”, "/c", "backuplog.bat”, date])

16: return render(request, '/success.html’)

2}, EuX=
® CWE-78: Improper Neutralization of Special Elements used in an OS Command (OS Command Injection’), MITRE,
https://cwe.mitre.org/data/definitions/78.html

@ Command Injection, OWASP
https://owasp.org/www-community/attacks/Command_Injection

® 0OS Command Injection Defense Cheat Sheet, OWASP
https://cheatsheetseries.owasp.org/cheatsheets/OS_Command_Injection_Defense_Cheat_Sheet.html

@ Miscellaneous operating system interfaces — os.system(), Python Software Foundation
https://docs.python.org/3.10/library/os.htmI?highlight=0s%20system#module—os

® Subprocess management, Python Software Foundation,
https://docs.python.org/ko/3/library/subprocess.html#security—considerations

® Regular expression operations, Python Software Foundation,
https://docs.python.org/3/library/re.html
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Ct. Z=O0i|H|
URE oY WY N4, 271, HYX 5O SEY FME SN UT TY AAHY 102 HEY L
SAN0| 2fc AHIE, PTFE S it A9 MU0 A|AR H=E 2 5+ UCH
1:  from django.shortcuts import render
2. from django.core.files.storage import FileSystemStorage
3:
4:  def file_upload(request):
5 if request.FILES['upload_file']:
6: # MEX7 F2Eol= IYUZ 4T 0] XAt U
7: # QITGHA| PICk
8: upload_file = request.FILES['upload_file']
9: fs = FiIeSystemStorage(location='media/screenshot' base_url='media/screenshot’)
10: # Y=L o= YU CHet 37, i, X S ABotK Y=
11: filename = fs.save(upload_file.name, upload_file)
12: return render(request, '/success.html’, {filename"filename})
13: return render(request, '/error.html’, {'error'' I HZ = AlI{T)
Offf ZE= Y2E of= WUQ| M=, F7|, MY YA S= At H2ZEE Mghotlr QUCt MY Ete
=012 MIME EfRIS SOI5i= T1HOR Tl O|S0IN SRAIS A 29 HAE SRS S6 ¢=C
Hots 3lofg & U0 MAXF|C AILUNE &fPlote #ES 20 ZEL

1 import os

2. from django.shortcuts import render

3: from django.core.files.storage import FileSystemStorage

4:

5. # ®2L ot= It =, 37|, =KX Kot

6: FILE_COUNT_LIMIT = 5

7. # ¥2C of= IFAo X0 AMO|X X3k 0 ) BMB - 5*1024*1024
8. FILE_SIZE_LIMIT = 5242880

9: # ol8cl= HX= I0|ESAER #E[H]

10:  WHITE_LIST_EXT = [

11 "jpg’,

12: "jpegd'

130 ]

14:

15:  def file_upload(request):

16: # oY i At

17: if len(request.FILES) == 0 or len(request.FILES) » FILE_COUNT_LIMIT:
18: return render(request, '/error.html’, {'error': Tt Jh4= Z=1H})
19:
20: for filename, upload_file in request.FILES.items():
21: # It EfR XM=
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22: if upload_file.content_type != 'image/jpeg':

23: return render(request, '/error.html’, {'error': 'Y Et 2FY)

24: # M 37| St

25 if upload_file.size ) FILE_SIZE_LIMIT:

26: return render(request, '/error.html’, {error': 'MAAO|X 227)

27: # I SHERE AL

28: file_name, file_ext = os.path.splitext(upload_file.name)

29: if file_ext.lower() not in WHITE_LIST_EXT:

30: return render(request, '/error.html’, {'error': ' Et 2FY)

BilE

32: fs = FileSystemStorage(location="media/screenshot’, base_url = 'media/screenshot)
33: for upload_file in request.FILES.values():

34: filename = fs.save(upload_file.name, upload_file)

35: filename_list.append(filename)

36:

37: return render(request, "/success.html”, {"filename_list": filename_list})

gt Xz

(® CWE-434: Unrestricted Upload of File with Dangerous Type, MITRE,
https://cwe.mitre.org/data/definitions/434.html

@ Unrestricted File Upload, OWASP,
https://owasp.org/www-community/vulnerabilities/Unrestricted_File_Upload

® User—uploaded content, Django Software Foundation,
https://docs.djangoproject.com/en/3.2/topics/security/#user-uploaded—-content-security
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Ct. IE0)X|
CIS2 QHHSH| B2 M= AISAIZRE YL url —’F—i% A5 20| redirect 22| QX2 AIE5IL
ULt O] B ALEAIL Q&=5HK| B2 AOIEZ H 7Lt mjd(Phishing)340 =22 4 ULt

rLlF
_O'E
_O'E

from django.shortcuts import redirect
def redirect_url(request):

1

2

8

4. url_string = request.POST.get(url', ")

5 # ALESXF =0 ZeE URL FAZ 2|CH0|HE of
6 # 04 MOIEER HEE= 5 ARBAPDL Oy 340
7

return redirect(url_string)

2 otHet IE ONZ AIEAIZRE FAE YHYOL SCIO[HES QU= IEZ et ZH210]
TotE & QU| W20 Sl0[EAEZ APHO| Yol QM EALO|EM $ot0] 2|CI0[HE & 4~ JUEE SiT.

QtHst JE Of|A|

from django.shortcuts import render, redirect

1

2

3:  ALLOW_URL_LIST = [

4 '127.0.0.1",

5: '192.168.0.1",

6: '192.168.0.100,

7 'https://login.myservice.com’,
8 '/notice’,

11:  def redirect_url(request):
12: url_string = request.POST.get(url’, ")

13

14 # 0|58 & A= URL HIE HEI6HH

15 # SIS AOIEQ S Aot ULk

16: if url_string not in ALLOW_URL_LIST:

17: return render(request, '/error.html’, {'error':' 512 LX| Y= FAQULICLT)
18:

19: return redirect(url_string)
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gt Xz

® CWE-601: URL Redirection to Untrusted Site (Open Redirect’), MITRE,
https://cwe.mitre.org/data/definitions/601.html

@ Unvalidated Redirects and Forwards Cheat Sheet, OWASP
https://cheatsheetseries.owasp.org/cheatsheets/Unvalidated_Redirects_and_Forwards_Cheat_Sheet.html|

® Django shortcut functions — redirect, Django Sowftware Foundation,
https://docs.djangoproject.com/en/3.2/topics/http/shortcuts/

@ Redirects and Errors, Flask,
https://flask.palletsprojects.com/en/2.0.x/quickstart/#redirects—and-errors
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0| AFEoh= XML ItM2| ot ZRQI Ixml2| B2 2F AEIE| 712 24 542 resolve_entities SHS
HI2Hd3} oo StCt. ot QI ZM 23| Al HIEQIT BMAES YX|Sk= no_network 40| 243K(True)

E[0 UK 2AISHOF Bt}

1=
CHS OIFE XML AAE Ql012h BASHE FECH BAXKE Of2fet 20| XML 212 AEEIS HESH=
xxe.xml GO|EIS H&3HT, 012 WS 0f /etc/passwd TUS HZXE 4 UCh

(?xml version="1.0" encoding="ISO-8859-1"?)
({IDOCTYPE foo [
({IELEMENT foo ANY )
{IENTITY xxel SYSTEM "file:///etc/passwd" )
{IENTITY xxe2 SYSTEM ‘http://attacker.com/text.txt")
D
(foo)&uxxe1;&xxe2;{/foo)

1. from xml.sax import make_parser

2. from xml.sax.handler import feature_external_ges

3.  from xml.dom.pulldom import parseString, START_ELEMENT

4: from django.shortcuts import render

5. from .model import comments

6:

7:  def get_xml(request):

g: if request.method == “GET”:

9: data = comments.objects.all()

10: com = data[0].comment

11: return render(request, '/xml_view.html’, {'com"com})

12:

13: elif request.method == “POST":

14: parser = make_parser()

15: # 2 Aot AEIEIE Zololk=s AEE True2 XEg 4% Ffoftt
16 parser.setFeature(feature_external_ges, True)

17: doc = parseString(request.body.decode(‘utf-8’), parser=parser)
18: for event, node in doc:

19: if event == START_ELEMENT and node.tagName == “foo”:
20: doc.expandNode(node)

21: text = node.toxml()

29: comments.objects.filter(id=1).update(comment=text)

return render(request, '/xml_view.html’)
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14:
53
16:
17:
18:
19:
20:
21:
22:

DT LR

from
from
from
from
from

ot

Ct.

xml.sax import make_parser

xml.sax.handler import feature_external_ges
xml.dom.pulldom import parseString, START_ELEMENT
django.shortcuts import render

.model import comments

def get_xml(request):

= A DN =

® CWE-611: Improper Restriction of XML External Entity Reference, MITRE,
https://cwe.mitre.org/data/definitions/611.html

@ XML External Entity (XXE) Processing, OWASP,
https://owasp.org/www-community/vulnerabilities/XML_External_Entity_(XXE)_ Processing

® XML External Entity Prevention Cheat Sheet, OWASP,
https://cheatsheetseries.owasp.org/cheatsheets/XML_External_Entity_Prevention_Cheat_Sheet.html|

if request.method == “GET":

data = comments.objects.all()
com = data[0].comment
return render(request, '/xml_view.html', {com":com})

elif request.method == “POST":

parser = make_parser()
parser.setFeature(feature_external_ges, False)
doc = parseString(request.body.decode(‘utf-8’), parser=parser)
for event, node in doc:
if event == START_ELEMENT and node.tagName == “foo”:

doc.expandNode(node)

text = node.toxml()
comments.objects.filter(id=1).update(comment=text);
return render(request, '/xml_view.html’)

@ XML vulnerabilities, Python Software Foundation,
https://docs.python.org/3/library/xml.html#xml-vulnerabilities

® Ixml API, Ixml library,
https://Ixml.de/api/Ixml.etree. XMLParser—class.htm|

® PyGoat, OWASP,
https://github.com/adeyosemanputra/pygoat

2M

[=

(feature_external_ges)S
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Ct. =0
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S{Al2 ot—[
=

e | Lol_
1:  from django.shortcuts import render
2. from Ixml import etree
3:
4:  def parse_xml(request):
55 user_name = request.POST.get(user_name', ")
6:
7: parser = etree. XMLParser(resolve_entities=False)
8: tree = etree.parse(user.xml’, parser)
9: root = tree.getroot()
10:
11: # ASEHX| fI2 9|‘j =2 user_names AHESh QIXMGHK| 42
12: # ZOI20| query H0 XN
13: query = "/collection/users/user[@name=" + user_name + "]/home/text()"
14: elmts = root.xpath(query)
(53 return render(request, 'parse_xml.html', {xml_elementelmts})
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MO 3.3 0| HOHAMO| O|RE 2X|El xml.etree.ElementTree & CHAIl Ixml 2t0|E22|S ARSI,

3.
QI AAHUZ AUXSIGHA AHE SIS,

1: from django.shortcuts import render

2. from Ixml import etree

3:

4:  def parse_xml(request):

5: user_name = request.POST.get(user_name', ")

6:

7: parser = etree. XMLParser(resolve_entities=False)

8: tree = etree.parse(user.xml’, parser)

9: root = tree.getroot()

10:

11: # Qe UBZLS paramnamelZE QUXtSE SHA At

12: query = ‘/collection/users/user[@name = $paramname]/home/text()’
13: elmts = root.xpath(query, paramname=user_name)
14: return render(request, 'parse_xml.html, {xml_element'elmts})

= A DN =
® CWE-643: Improper Neutralization of Data within XPath Expressions (XPath Injection’), MITRE,
https://cwe.mitre.org/data/definitions/643.html

@ XPATH Injection, OWASP,
https://owasp.org/www-community/attacks/XPATH_Injection

® XML vulnerabilities, Python Software Foundation,
https://docs.python.org/3/library/xml.html#xml-vulnerabilities
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1: from Idap3 import Connection, Server, ALL

from django.shortcuts import render

config = {

"bind_dn": "cn=read-only—admin,dc=example,dc=com”,

2

3

4

8

6: "password": "password",
7

8

9: def Idap_query(request):
0

search_keyword = request.POST.get('search_keyword',")

12: dn = config['bind_dn']

13: password = config['password]

14: address = 'ldap.badSoruce.com'

155 server = Server(address, get_info=ALL)

16: conn = Connection(server, user=dn, password, auto_bind=True )
17:

18: # AMEX Qs HHEY oHX| Y= E4R SAXe #Hot d4E5e=

19: # O|01& = ULt
20: search_str = '(&(objectclass=%s))' % search_keyword

21

22: conn.search(

23: ‘dc=company,dc=com,

24: search_str,

25: attributes=['sn’, ‘cn’, 'address’, 'mail’, 'mobile’, 'uid’,

260 )

27:

28: return render(request, '/Idap_auery_response.html’, {Idap":conn.entries})
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AZA| i3 = LDAP ZEo|=Z0| AI8E H4E O[AH0|Z 510 o Al A
4 o,
from Idap3 import Connection, Server, ALL
from Idap3.utils.conv import escape_filter_chars
from django.shortcuts import render
config = {
"bind_dn": "cn=read-only—admin,dc=example,dc=com”,
"password": "password",
1
def Idap_query(request):
search_keyword = request.POST.get('search_keyword',")
dn = config['bind_dn']
password = config['password]
address = 'ldap.goodsource.com'
server = Server(address, get_info=ALL)
conn = Connection(server, dn, password, auto_bind=True )
# MRS Y=o EHYS XMEolH S40 AZE = U= =XE
# O|AAHO|EStD QUCH
escpae_keyword = escape_filter_chars(search_keyword)
search_str = '(&(objectclass=%s))" % escpae_keyword
conn.search(
‘dc=company,dc=com’,
search_str,
attributes=['sn’, 'cn’, 'address’, 'mail’, ‘mobile’, 'uid],
)
return render(request, '/ldap_query_response.html’, {!Ildap’:conn.entries})

w
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gt Xz

® CWE-90: Improper Neutralization of Special Elements used in an LDAP Query (LDAP Injection’), MITRE,
https://cwe.mitre.org/data/definitions/90.html

@ LDAP Injection Prevention Cheat Sheet, OWASP,
https://cheatsheetseries.owasp.org/cheatsheets/LDAP_Injection_Prevention_Cheat_ Sheet.htm|

® LDAP filter handling, python-Idap project team
https://www.python-ldap.org/en/python-ldap—3.3.0/reference/|dap—filter.html
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7|5 MBSt FlaskOME Flask-WTF 22 2t0|E22{2|E Sdll {{form.csrf_token}} E{IE 0|83dl CSRF
EZ 7152 HM3d BOE MEdh= 42 CSRF 30| iH[gh = ULt

g QF0| FYHY AZAe Xl ZXI| gt LERUKIE #2517 floi MHEEZ CSRF EZ
G0 M0 st

EQ| HIo|H XM2Z| 2 Al MYE= CSRF E2US M50 282 Rads A

ALEAZE A HO[XIE Q&Y WO hidden #C2 S2H0|HENAH EES

r
e
ron
4n
gg
on
muju
u
[}

48



PART HI2& AIROIZE JH0I= | HITE LSOIOIE 2SS 2 HH

Diango Z#QISIT} Flask ZQU9ITe 1S0fet THALTHM 7|=HO2 CSRF TokenS AIB3HA
CSRF 220REE| B3l 7|52 JHAIT Tk S 7152 AKRSH| st form B4 L] csrf_tokenS

AHEHOF BHCY.

Ct. Z=O0i|H|
71) Django T[T A2

Django Zef| QI 0M= 1.2 HTRE CSRF FfES Xl 7SS 71222 MSotal At OIS/

CSRF SMZ H|2H517LL EIZ210jM csrf_exempt decoratorE AtR5H= AR, CSRF 320 =2 £ QICt

* Django OIEY0| MdH(settings.py) At

—

MIDDLEWARE = [
'django.contrib.sessions.middleware.SessionMiddleware’,
# MIDDLEWARE =&0|M CSRF &=2 AH L= FAMX{2| 5tH
# Django ¥0|M CSRF R84 At MHXMo= XA ECt
# 'django.middleware.csrf.CsrfViewMiddleware',
‘django.contrib.auth.middleware. AuthenticationMiddleware',
‘django.contrib.messages.middleware. MessageMiddleware',

'django.middleware.locale.LocaleMiddleware',

2@ © G H @ e B W I

—

CtZ2 Django®| CSRF 7|sS #dsfoty| #igh et OISH0 28 HME 2o =Lt DS
CSRF 7Is& F4 E= AH X2|otX| 240t0F ottt *MES! HO|X|0= csrf_tokens form EHZL QHOf| EHA|

ofioF O|SAO0A XM= CSRF 7|58 AlEE =+ AT
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N

MIDDLEWARE = [
'django.contrib.sessions.middleware.SessionMiddleware’,
# MIDDLEWARE ==0|AM CSRF &=2 &4st ottt
‘django.middleware.csrf.CsrfViewMiddleware',
‘django.contrib.auth.middleware. AuthenticationMiddleware',
'django.contrib.messages.middleware.MessageMiddleware',

'django.middleware.locale.LocaleMiddleware’,

* Django & 7Is ME(views.py) At

O|S90{0| CSRF ZZ 7|50| &AM3t 2|0 UOE ViewO|M CSRF 7|58 dliHlcle AR0= siE QK0
oM CSRF AZ 7152 AMSHA| ¢A| =Lt CH2E Function—Based Viewl|A] CSRF ZS 7|5S HIEHAS}
St= GIMIE EO =L}

—

from django.shortcuts import render

from django.views.decorators.csrf import csrf_exempt

# csrf.exempt HIZ20|E=Z O|S00N ESE= CSRF 7SS oSHASHCE
@csrf.exempt
def pay_to_point(request):

user_id = request.POST.get(user_id', ")

pay = request.POST.get('pay’, )

product_info = request.POST.get('product_info’, ")

©  ©F ool =1 o) ol R GOl

N
—

ret = handle_pay(user_id, pay, product_info)

—= =

return render(request, '/view wallet.html’, {'wallet"ret})
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Django= 7|2&Q=2 CSRF 7|52 ZHlot UKX|T, 2S50|5kAH CSRF 7] oliX[aHof of= d*= 0
012 CSRF 7|58 MYXQO= H|gdst of7| Hit= IS0 e| CSRF 7] gdst ot HRot QF0|
CHOHM T csrf_exempt CIZ2|0|HE AtE5t0{0F 5t O] R0 A=ZAA0|E QF X9 8o =52
= Aen=2 FOF J|S0{0F SHLY.

OHMSH TE OfA|
1:  from django.shortcuts import render
2. from django.template import RequestContext
3
4: # csrf_exempt HIZ20|HE AAStALE 4 X2[BHCt
5. # @csrf_exempt
6: def pay_to_point(request):
7 user_id = request.POST.get(user_id’, ")
38 pay = request.POST.get('pay’, ")
9: product_info = request.POST.get('product_info’, ")
10:
11: ret = handle_pay(user_id, pay, product_info)
12:
13: return render(request, '/view_wallet.html', {'wallet"ret})
r
* Django HIZ3 A3 Aty

OIS0l CSRF 7|s= &4daloli= HEH HO[X|0l CSRF EZS FAloHX| 9= 49 CSRF A3
IS8 M8E 4 girt.

OHHISIA| P2 TS OJA|
1: {I==html| page--)
2: (form action="" method="POST")
3: (I--= form EHZL LHEOf| csrf_token O/XE--)
4: (table)
55 {{form.as_table}}
6: (/table)
7: {input type="submit"/)
8.  (/form)

r
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OISA0IM CSRF 7SS &datet 20 AES HOIX|0A= csrf_token S HAISHH{OFZH QI

%
CSRF &8 7ls& A8 =+ UM

1. {I-—-html| page—-)
2. (form action="" method="POST")
3 {% csrf_token %} {!--csrf_token AM2-)
4 (table)
oF {{fform.as_table}}
6 {/table)
7 {input type="submit"/)
8: (/form)
r
L) Flask ZALT A2
* Flask app A& At
Flaske WTF I{7|X|E AFZotH CSRF ES 7|33 A2 & ULt Of2f oX| == CSRF 4%H0| E|X|
42 HHE 2o =Lt
QHHMGIX| 22 IE OflA|
1:  from flask import Flask
3: app = Flask(__name_)
|

Flask DTS AIR3 # OfZ2AA0INS THGH= #L, CSRFS WXGHAH Flask-WTF
extension® CSRFProtectS ARSSHOF BiCk. CIZT 20| app0ll AH5tR HTML(UZ) Ho|x|ol=
CSRF E22 27150} sict.

o
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from flask import Flask

2. from flask_wtf.csrf import CSRFProtect
3:
4: # CSRF &X™ F7}
5. csrf = CSRFProtect(app)
6: app = Flask(__name_)
7:  app.config[‘'SECRET_KEY’] = os.environ.get('SECRET_KEY')
8: csri.init_app(app)
r
* Flask HIE3H M3 At
9 ZEXME &40 CSRF 7|s2 43t st HTML IO csrf_tokens BAISHX| 42 42 CSRF
45 7158 AgE 4 ot
FSISH| 952 TE OfAl
1:  ({form action="" method="POST")
2: (l-— form E{Z =0 csrf_token O/XE--)
3: (table)
4: {{as_table}}
5: {/table)
6: {input type="submit"/)
7. (/form)
|
EIE3 HO|X|Mx csrf_token Zt2 HAIGHFOF MAXQI CSRF A30| ELCEH
FlaskForm Al Alofl= {{ form.csrf_token }S HA|GHOF 5t EIESI0]| FlaskFormS A5HK| ¢S
A0l= form E4ZL QMO hidden input Z2Z {{ csrf_token 1} Z4S HAISHOF iCt,
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1: (form action="" method="POST")
2 (I-= form E{Zl WSO csrf_token &E--)

3 {input type="hidden" name="csrf_token" value="{{ csrf_token() }}" />
4 (table)

B {{table}}

6 {/table)

7 {input type="submit"/)

8. (/form)

= A DN =
® CWE-352: Cross-Site Request Forgery (CSRF), MITRE,
https://cwe.mitre.org/data/definitions/352.html

® Cross Site Request Forgery (CSRF), OWASP,
https://owasp.org/www-community/attacks/csrf

® Cross-Site Request Forgery Prevention Cheat Sheet, OWASP
https://cheatsheetseries.owasp.org/cheatsheets/Cross-Site_Request_Forgery_Prevention_Cheat_Sheet.html|

@ Cross Site Request Forgery protection, Django Software Foundation
https://docs.djangoproject.com/en/3.2/ref/csrf/

® CSRF Protection, WTForms
https://flask-wtf.readthedocs.io/en/0.15.x/csrf/
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=l FISHE R2lots WACE HIFAXMO SAHS FEotAHL A=[E HEYI0 U= HOHE &5
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Al 7hsSt e LHOIM ALSXIS] QS THE A|ARIS| MH|A SE0| ABdk= 82, ARZKIS| YHUS
SI0|EC|AE WAlO= HE{ZSHT}.
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Ct. SOl
(B3 : Mgl 3= o)
g el 39| o

W2 £ HE &£ http://sample_site.com/connect?url=http://192.168.0.45/member/list.json

o .EE RHetE http://sample_site.com/connect?url=http://192.168.0.45/admin

admin H0|X] B2 -

EOQl XMIE 3610 http://sample_site.com/connect?url=http://sample_site.com:x@192.168.0.45/member/
9 HH 85 list.json

Eiriru—‘;;l% orget http://sample_site.com/connect?url=http://bit.ly/sdjk3kjhkI3

EHRIE AMMIPE MY

°H 3OX'{

http://sample_site.com/connect?url=http://192.168.0.45/member/list.json

3=
=

ALY oY FE http://sample_site.com/connect?url=file:///etc/passwd

L Gildl= QMG ¢

o IS HO| ATL MBKIZEE UE URL FAS A5 0| ARSI olT5tx]

LS

2 OE MU X0 =g + UA =

—

4
2@ @ B FH @ g B W iy

56

from django.shortcuts import render

import requests

def call_third_party_api(request):
addr = request.POST.get(address’, ")

# AISADL 23t FAE ZESIK| Y1 HTTP 28 =i

=]
# SEHS ASAOA gret

oi

result = requests.get(addr).text

return render(request, '/result.html’, {result"result})

20| QIXEH TS Epat AU HOIE Mt S22 HOISHT HHREKS URLEF AIZE 4 Qloo2
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from django.shortcuts import render

import requests

# ol&ot= TO2lS 3H0|E2[AEN Fofgt Z2 DNS rebinding 34 S0
# cEF 0] AN M2 = U= X0 e IPE AR
# Hd3ol= A = t
ALLOW_SERVER_LIST = [
‘https://127.0.0.1/latest/",
'https://192.168.0.1/user_data’,
'https://192.168.0.100/v1/public’,

4
@ © e F @F L @I

N
N

12:
13:  def call_third_party_api(request):
14: addr = request.POST.get(address', ")

1%:

16: # AMEAE Aot URLS 30|EZAER HASet & 11 ZutE HrersHo]

17: # ABHA| 2 AR QFS BEUX| ¥:E Moottt

18: if addr not in ALLOW_SERVER_LIST:

19: return render(request, '/error.html’, {‘error = 'S{%X| L2 AMHULCET)
20:

21: result = requests.get(addr).text

22: return render(request, '/result.html’, {result"result})

= A DN =
® CWE-918: Server-Side Request Forgery (SSRF), MITRE
https://cwe.mitre.org/data/definitions/918.html

@ Server Side Request Forgery, OWASP
https://owasp.org/www-community/attacks/Server_Side_Request_Forgery

® Server-Side Request Forgery Prevention Cheat Sheet, OWASP
https://cheatsheetseries.owasp.org/cheatsheets/Server_Side_Request_Forgery_Prevention_Cheat_Sheet.html
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13 HTTP SE=Y

7L e

KR [TExE sam el
Coritant=Typa thectlivbml %00 00 % 0d % 00
TEST{scnptralertl 50 )4 iscrpt.

ﬂ T W R S T
“ HTTP 55

|EAY A5

> | |
@ | .. . : .
o | i peoroha. bl Ha odbar | "Rafanar .l

OHTTP SEH T

£
)

er:http://xxx.com/
Content-Type:text/html;

TEST<script>aleert("XSS’):</script>

yntent-t text/htmlichar

HTTP 2% W2l M2t0|E{(Parameter)?t HTTP S& S0 Z&I=0] AFSXI0A| CHA| MEE o, 2=Zi0]
CR(Carriage Return)O|Lt LF(Line Feed)2t &2 IWHZXI7t EXHSIH HTTP SEO| 274 o|MCc= 22|

2 QICH 0] 42 34X= HHEXE 0|8 A WM SHS = AlI7|1L, F Hf SEO| 22Xl IEE
ZoIa XSS 2 FHAIZIA(Cache Poisoning) 22 S2 $3g 4 QUCH

i 2t0l==2|E

[e][]

IO[M 3.9.5+ HTO| M| URLValidatorOiiAf HTTP SEEE FFH0| 2uEP|x 1
AEdH= DjangoH{ M= FE0| RUCL HTTP SEHEY SACZRE KS2H 0[S QHHSHA X|7[2H Z|d
HHEOl 20|22, Z/AYIE AEot AR LHUM isiM= EXet A4S %

[

o

=

Lt erdst 7Y
F mtoEo| 22 HTTP Y GCi(ME =01, Set-Cookie &)l Z&A|Z A2 CR(\r), LF(\n)2t
2 JHHZAE MZAsHOF ottt QIR 20| S, 771, 21 S0 AE2 0= & Wl =XE 43S

ofal 7tsSotttH SIH0| ALEEE AN S& 2A0|ESAERZ HSHSHOF ottt

my
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© © o S o ol B W I

from django.http import HttpResponse

def route(request):
content_type = request.POST.get('content-type’)
# = UgES A4S = ZEE GHX| ¥
# Y sE9 ZOZ HStA|IF AT
res = HttpResponse()
res['Content-Type'] = content_type

return res

Sa2 ol A5 \r, \nit ZE SX0f THEh X3 Ei= oozl

r

£ x5 SYRUO| LUK

N

Y
N =

@ © o F @G L @I

from django.http import HttpResponse

def route(request):

content_type = request.POST.get('content-type’)

# SEEIOO ZetE £ Ue 2R UHL WOl JHd 2AE HABHC
content_type = content_type.replace(\r', ")

content_type = content_type.replace(\n', ")

res = HttpResponse()

res['Content-Type'] = content_type

return res
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® CWE-113: Improper Neutralization of CRLF Sequences in HTTP Headers (HTTP Response Splitting), MITRE,
https://cwe.mitre.org/data/definitions/113.html

@ HTTP Response Splitting, OWASP,
https://owasp.org/www-community/attacks/HTTP_Response_Splitting

® Django security releases issued, Django Software Foundation,

https://www.djangoproject.com/weblog/2021/may/06/security-releases/
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HJIO

FloPHoITt. 59| g=E MO, HE2 &Y, HEE SAF 5SS ¢
A

IO 2. xOllA= int EIR) H0| 20| B 7hsSt HRIE EHOMA &H XIS E longlE EMYS HAS
HYIE SESICH OOIMW 3.x0M= long ERY int EfU2E RX5HE, M Bt X=o|
‘Arbitrary-precision arithmetic’ HAlg AEd] LHEZRE YMGHA| Z=Ct SHAZH THO[M 3. x0IM =
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o
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o

712 TOPH Xt=YS AFEoHA| a1 TH7 K| HiSot= HIOIE EtYS AEY E2 sig W7 KoM XS

oh= HIO|E Bt Bt ANt Z|TH 27| EHEA| 2iI5HOF SHCY. numpy01|A1E J|ZHOZ 64HIE ZO0|9|

o
HAY WA ARSI, W4T BHY 4 9l 2 3719 2AH 2XY H4(object)O2 M T15S
A KISt 64HIES WOIME T719) Rt RIH2 M2I5iR| 2ICh M2t wao) 2t 2 Hof

o
6
2 H EUZS 2oty HRE H0Me wS TotAl H=X| HIAESOF SHLt.
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Ct. IE0)X|
LE2 ASMES Aliel 1 Z210E HEstks 8% AR, ALt 7kset Xtof| tiet AS0| o o=
HASIA| AT BretgtE Xeloks ee0ilM O7IX| 2 2F7F Y + UH

—

import numpy as np

def handle_data(hnumber, pow):
res = np.power(number, pow, dtype=np.int64)
# 64HES HOME AR X7t HE 42 QHE27t Do Z21240| 00| =t

return res

|

OHERO WS USIT Y2sHe 20| AIRSHE HOJE| EIJQ AARCH It ALt KX
SOISHOF BT Biof 9| AT OJAIRE ZHS IO} SHe S QUIZROIL UASIK| Sk T 7|2 X0
= 30l50} BHt
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mjo
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e
40
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i

AL ARZE KAt

—

import numpy as np

MAX_NUMBER = np.iinfo(np.int64).max
MIN_NUMBER = np.iinfo(np.int64).min

def handle_data(number, pow):

@ ¥ DL @2

calculated = number ** pow
9: # IOIM 7|2 X522 F 8 Zist = 0|8 ZAlH QHEERSR EX|
10: if calculated ) MAX_NUMBER or calculated { MIN_NUMBER:

11: # QHEER BX| Al HEY Z2E LEH= -1 gt Bt
12: return -1
13:

14: res = np.power(number, pow, dtype=np.int64)

15: return res
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® CWE-190: Integer Overflow or Wraparound, MITRE
https://cwe.mitre.org/data/definitions/190.htm|

@ Integer Overflow Error, ZAP,
https://www.zaproxy.org/docs/alerts/30003/

® Arbitrary—precision arithmetic,
https://en.wikipedia.org/wiki/Arbitrary—precision_arithmetic

@® PEP 237 - Unifying Long Integers and Integers,
https://peps.python.org/pep-0237/

® Numpy Types
https://numpy.org/doc/stable/user/basics.types.html?highlight=s
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IOMC| Django Z|AYF0IM H&S Helch= 7152 MSotl A2, diF 7Is AR Altl= M7 |2
Otz AI™S MH6H AFRE 4= U20 DRF(Django Rest Framework)HA HEsHE E2 Y MM J|58
(o]

AtEsf QtHsHA g o+ AT

64



PART HI2& AIROIZE JH0I= | HITE LSOIOIE 2SS 2 HH

-
o
2
HT
r
N
rOII
]
=)
m
am
o
=
oo
_>,'|_
0?.'_
HT
o
my!
rlo
ofM
>
=5
=2
Q'E
]
HT
ro
o
re
nx
>
H'|

MHOA 2ottt 2ot 2o MEY &~ Gl Y0 S8 T2 WRZE S0E & U= AH-HS

dEsty, Tst Hot 7S A ASEE YHUS M LHAUM S AEgE olie =22 HE

Ct. 01X
L2 ATGH| §2 TEZ F7|0f M Het SES 71Het HE|XIRIX| 2ol 20| ARZAe] HAES
x7|38t ot1l HEE HU= GMCE FIMAM SES 7HME 2Kt (RS sfelstt
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from django.shortcuts import render

2:

3:  def init_password(request):

4: # F7|0M Het FEE T =20

55 role = request.COOKIE['role']

6: request_id = request.POST.get(user_id’, ")

7: request_mail = request.POST.get(user_email',")
8: # F7|0M b2 #t0| &2|AIRIX| H|W

9: if role == 'admin".

10: # MBS HARE =7|3t & MY HS X2
11: password_init_and_sendmail(request_id, request_mail)
12: return render(request, '/success.html’)

13 else:

14: return render(request, '/failed.html’)
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from django.shortcuts import render

2:

3:  def init_password(request):

4: # MA0M Het BEE JHNZ

b role = request.session['role’]

6: request_id = request.POST.get(user_id’, ")

7: request_mail = request.POST.get(user_email',")

8: # MAOM 72 #Her0] #2|XHRIX| H|w

9: if role == ‘admin’:

10: # ALY MAQIE =75 2 oY S X2

11: password_init_and_sendmail(request_id, request_mail)

12: return render(request, '/sucess.html’)

13 else:

14: return render(request, '/failed.html’)
AOX=E

CWE-807: Reliance on Untrusted Inputs in a Security Decision, MITRE,
https://cwe.mitre.org/data/definitions/807.html

How to use sessions, Django Software Foundation,

https://docs.djangoproject.com/en/3.2/topics/http/sessions/

Flask Sessions,

https://flask-session.readthedocs.io/en/latest/
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from django.shortcuts import render
AUTHENTICATE_KEY = 'PasswOrd'

1

2

3

4:  def make_user_message(request):

5 user_info = get_user_info(request.POST.get('user_id', "))
6

7

8

format_string = request.POST.get(msg_format’, ")
: # LR Dizst 87t 22 =52 =+ QU0
9: # ARBAPE U Z2AEE B0 2AEE ARZS QU0 SR edrt
10: message = format_string.format(user=user_info)

12: return render(request, '/user_page.html’, {message":message})

QUEM 2 B2 EXNE2 BEA| X0 XIHAIE 0I8aH HIQIE = ALZalof ol HHMOZ HUEAIER

[=]
AZ3tAlS of it

1:  from django.shortcuts import render

2.  AUTHENTICATE_KEY = 'PasswOrd'

3:

4:  def make_user_message(request):

oF user_info = get_user_info(request.POST.get('user_id’, "))

6:

7 # ARBAPL U ZAEE B0 EXAEE ALESHA| L0t MGt

8: message = 'user name is {}'.format(user_info.name)

9:

10: return render(request, '/user_page.html’, {message:message})

il

gt iz

(® CWE-134: Use of Externally-Controlled Format String, MITRE,
https://cwe.mitre.org/data/definitions/134.html

®@ Format string attack, OWASP,
https://owasp.org/www-community/attacks/Format_string_attack

® IOMM format, Python Software Foundation,
https://docs.python.org/3/library/functions.html#format

@® Format String Syntax, Python Software Foundation,
https://docs.python.org/3/library/string.html#format-string—syntax
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H2ZE pEhgiS

HOUIS(E, 20, 7|2y, Ysst, e §)2 oA 7ol Al Y & U= HHN=
Mt AT Gl= SIS 518, FHES 2t S0| UH

7L e
gl e e
4% o
(1 AR TR R TR r . ey .

— .— @ .g

! (A Ef SEYUE M=)

HO7IS(RIE, MO, 7|UM, ASst, HokHz| S)2 BAEGIH 718 Al Lie 5+ AUz HoNOE
Ao 215 gl= 3975 o8, 8XFHst 21Ut 50| EtECt

Iofo|M2| Django Z&UHZMIA django.contrib.auth 2 Salf 7|24l 215 21021 & 270 7Is2
HiZste A2 DRF(Django REST Framework)lA= EE 2 MM Q155 HMiZstl UCH

S2HO0|AUE| HOt HALS R3[610 MH0]| FZoIX| Zot=s dAlot! St FEVt U= HOIX= MRl5S
MGt S OFMBICt T ASE 2t0|E2{2|Lt T2 (Django authentication system, Flask—Login

S)E AEal0F BiLt.

1=
[ISS MAQIE 48 Al 482 Q35 HAYSO} DBO| HEE ABX HAYS UX| GHE SHOI5HK|
oD AT oM MAISO| Kfstol AT M2E0] FOHS TS GIAIZ BO| ZLh
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from django.shortcuts import render
from re import escape
import hashlib

def change_password(request):
new_pwd = request.POST.get(new_password',")

# 2015 ALK FE
user = '%s' % escape(request.session['userid])

# oK password?t YX| O{EE HQIGHKA| 911 gt
sha = hashlib.sha256(new_pwd.encode())
update_password_from_db(user, sha.hexdigest())

return render(request, '/success.html’)

r

DBO| MEE ALSAT HAESL HAS Qe WAES| UX| HEE 2fQloll, HE 2o AL}
D

_\
QODFPT LW 2

NNNNNNN S - 8 v 8 8 sy
PALYNLEITLRNR

27:

BO| HAQISS 43 OHMaHH TES X8 4 UL

from django.contrib.auth.decorators import login_required
from django.shortcuts import render

from re import escape

import hashlib

# login_required decoratorE AtEdl login®l ALZXAIPE HZSHE=E X
@login_required
def change_password(request):

new_pwd = request.POST.get(new_password',")

crnt_pwd = request.POST.get(current_password',")

# 27015t AIZA HEE MMOIM 7=
user = '%s' % escape(request.session['userid])

crnt_h = hashlib.sha256(crnt_pwd.encode())
h_pwd = crnt_h.hexdigest()

# DBOIN 7|12 A2ALQ| HashE MAYE J7HH7|
old_pwd = get_password_from_db(user)

# WARIEES HZGH| © ALSXI0 Chet XHRIBSS STt
if old_pwd == h_pwd:
new_h = hashlib.sha256(new_pwd.encode())
update_password_from_db(user, new_h.hexdigest())
return render(request, '/success.html’)
else:
return render(request, failed.html’, {'error': ARSI}t UX|oHK| L&LICHY)
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gt Xz

(® CWE-306: Missing Authentication for Critical Function, MITRE,
https://cwe.mitre.org/data/definitions/306.html

@ Access Control, OWASP,
https://www.owasp.org/index.php/Access_Control_Cheat_Sheet

® Using the Django authentication system, Django Software Foundation,
https://docs.djangoproject.com/en/3.2/topics/auth/default/

@ Flask—Security,
https://flask-login.readthedocs.io/en/latest/
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ACL O TS

b

a8l
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I - EI .-:|.='

ACL BHT e S

H
u‘?ufa
S
la
rn
N
of
e
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o
H1J
P
St
x
it
H
=
=]
il
o
_>,:
Ol
E

AL 22%oM| dAfol= B2, SAA=

S8 T2T30| MESots FE 7IS0| 7Hl= G| %A 22 HESLEN SHXA 25= 54

EMH(Attack Surface)dg Z|A3I5IT AM2XIQ| HSH0| MHE ACL(Access Control List)g Zt2|BHCt,

Ct. IE0)X|
AEXE LU D2t AR HYS Aol UASH, ASAS| Het 2fols 28 B M7t HEE|X

H2 GAIE 20 =L

3) SAAL Y = FEE 2 & U A2 FAE RHE, AL @4 = &EE2 2|0|(https://csrc.nis
t.gov/glossary/term/attack_surface)
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—

from django.shortcuts import render

2. from .model import Content
3:
4:  def delete_content(request):
55 action = request.POST.get(action’, ")
6: content_id = request.POST.get(content_id’, ")
E # &Y QTS ot= AEAS] Aot =Rl Ql0| deleteE ¥
8: if action is not None and action == "delete":
9: Content.objects.filter(id=content_id).delete()
10: return render(request, '/success.html’)
11: else:
12: return render(request, '/error.html’, {'error': &2 #5t0| &LICETY)
| 4
M0 MEE AL FEE Solf ofld AZX7E =g 20| Tier Hot0| JU=A| &elet &, HTH0|
U= ZRORt KIS AT BoF BTt
QHMSt A OfA|
1: from django.contrib.auth.decorators import login_required, permission_required
2. from django.shortcuts import render
3:  from .model import Content
4:
5. @login_required
6: # oiF 752 =AY HT0| A=A| =l
7.  @permission_required(content.delete’, raise_exception=True)
8: def delete_content(request):
9: action = request.POST.get(‘action’, ")
10: content_id = request.POST.get(content_id’, ")
11:
12: if action is not None and action == "delete":
13: Content.objects.filter(id=content_id).delete()
14: return render(request, '/success.html’)
15: else:
16: return render(request, ‘ferror.html’, {'error':"AtK| &I}
r
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gt Xz

® CWE-285: Improper Authorization, MITRE,
https://cwe.mitre.org/data/definitions/285.html

@ Access Control, OWASP,
https://www.owasp.org/index.php/Access_Control_Cheat_Sheet

® Using the Django authentication system, Django Software Foundation,
https://docs.djangoproject.com/en/3.2/topics/auth/default/
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3. SQ°T IHAl et 2=X= Het 43
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7l Qe
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SEL=IH0| SQot 2ot X
WA H2 AEAL Sl AHEE AME

Al
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2ol CHal 47| = 51| HetE Q=5HX| Al 7t 42, Hots
A EIC}. DOIMOIME os.fchmod, os.chmod S92 45 Sl Tt
oIL}.

ol

==

ol

4, 48 Y ol Hele uuY

r
1+

Lt erdst 7Y
23 I, 4 oY, 2f0[E2(2] S2 &2|Xf0l| 2ehMTt S111 MT17t Thsotes A%otal, 2% et
Z0| SQ¢t AEE At8ots d9 o/t UA| H2 AEAL S28 A0 B2 7HSSHAl HALRITE

Ct. IE0)X|

CtE OIXMI= /root/system_config IO CHOHA ZE ARSAE §7|, 47|, Ml HeHS 7HK= &S
20 =0

import os
def write_file():
# BE AL 97|, M|, MYl Hsts ZHKA EC

o0s.chmod('/root/system_config', 00777)

with open('/root/system_config", 'w) as f:

@ H 9@ g 5 Wy =

f.write("your config is broken")
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BEE 20130} B3I, HSO[SPA A7| 0| WRE AU MO M| g

import os
def write_file():
# ARA 20l= OfFH dHets FX| 943,

os.chmod('/root/system_config', 00700)

with open(*/root/system_config", “w') as f:

@ VT LN

f.write("your config is broken")

gt Xz

® CWE-732: Incorrect Permission Assignment for Critical Resource, MITRE,
https://cwe.mitre.org/data/definitions/732.html

@ OS - Miscellaneous operating system interfaces, Python Software Foundation,
https://docs.python.org/3/library/os.html|
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4. FouTt A2 2IdE AIE

7t e
thy 5|
(DES)
e 1 ysg »e
A ~ N
o] —> —> |o=—| —> —> | o=
o= 9 — 9 a=
o= o=
L3} =53}
NEAES2 SHE48d Yo MYE HA/YEES ESol7| o et Q17 5 0|80 HARYJES
dFc YHS Mol oIt ofX[Zh base642t 22 X|LEX|AH| S QIFE ez HARES U2

HHES ZHOM FOfotALL ¢t &sst YAIAIES ABoiM= ¢ ECt. BEESIEX| K2 YSet YudiES

AIBSH= 22 BARE YTASS LA LS 4 s TH542 5U 45 UL, 2 Q24E Yssl
UD2AFC| ZPE HREQ 50| YT T2t HOHKZIE ShA, HHO= SHSSH=E 4 ofd0] 2
HOI2HD CIMEIH 2T2IF0| BAOILE B AIZH Lol SS 57| Sict RC2(ARC2), RCA(ARCA), RCS,

RC6, MD4, MD5, SHA1, DES ¥112|50| 47|10 sHHEICt.

ApelRtol st Pii2|ES JHESke A2 Ao, oA & fAMA 0|0 ASE EEsHE Hi2ES
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( YSANIZ ASIIE ver3.0 (YSTEAE7IT) )
28 s 2aE
A OHHYM £ * 112H|E
- YD
ARIA - 7|YM(ECB, CBC, CFB, OFB, CTR)
- 7|2H/QIE(CCM, GCM)
- 2unc
i SEED - 7|YM(ECB, CBC, CFB, OFB, CTR)
S=YS - 7|2X/9IE(CCM, GCM)
(2YzE)
- 2unc
LEA - 7|YM(ECB, CBC, CFB, OFB, CTR)
- 7|LM/QIE5(CCM, GCM)
- 2unc
HIGHT
G - 7|YM(ECB, CBC, CFB, OFB, CTR)
SHA-2 * SHA-224/256/384/512
NS LSH * LSH-224/256/384/512/512-224/512-256
SHA-3 * SHA-3-224/256/384/512
BIAJ] SHAISHS: 7|t * HMAC
AS s=2ot5 7|t - CMAC, GMAC
SHAISH 7|4t * Hash_DRBG, HMAC_DRBG
AT

CTR_DRBG

* 37| Z0| : 2048, 3072

37| &5 RSAE o
7] & SAES * 8iA|&t% © SHA-224, SHA-256
« 347| 20| : 2048, 3072
RSA-PSS _
* 8iA|&t% © SHA-224, SHA-256
* (@7K7] Zo|, JHQI7| Zo|) : (2048, 224), (2048, 2
KCDSA (;HLIEIH | Z0[) : (2048 ), (2048, 256)
* BifAIE @ SHA-224, SHA-256
PSPNISTE
* p-224, p-256, B-233, B-283, K-233, K-283
EC-KCDSA _
* 8iA|&t% @ SHA-224, SHA-256
* p-224, p-2 - - - -
ECDSA p 24, p-256, B-233, B-283, K-233, K-283
* BifAIEHS @ SHA-224, SHA-256
DH < (Z747] Z0[, JHQ17| Z0]|) : (2048, 224), (2048, 256)
7| 44
ECDH  P-224, P-256, B-233, B-283, K-233, K-283
KBKDF * HMAC, CMAC
7| e
PBKDF * HMAC
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Ct. 0|
g OiMl= Fefet DES 2112|522 2ASsfok= G|AICH. DES O0[210 2TDEA, Blowfish, ARC2,
ARC4 39| Flofeh HII2|ES Argalid o EC.

import base64
from Crypto.Cipher import DES
from Crypto.Util.Padding import pad

def get_enc_text(plain_text, key):
# Forer AS3st YT12|EQ DESE AESHY QMK fis
cipher_des = DES.new(key, DES.MODE_ECB)
encrypted_data = base64.b64encode(cipher_aes.encrypt(pad(plain_text, 32)))

© @ N g e Wiy =

return encrypted_data.decode('ASCII’)

IO 2.x HHHAME PyCryptoE AtESHH E|X[2 IO 3.x HH 2HE0IM ALE Al SHS SHX| H=
=W

7t LYsHH, O 01y || B2l E|X| 4222(deprecated) PyCryptoS 748t T2l pycryptodomeS

AMZoHOF St ESH FOFSH DES Y12|E CHAl QMM AES S8t YI12|ES AESIY.
E2 AS3I0AM 2 2EZ ECB(Electronic Code Block) ZEZ A& AR & 7§ 22Tt siS5|H
LIHX| 22 sH=0| El= ©H0| UCt. CBC(Cipher Block Chaining) ZE= H29| 2t £20| XOR HAS
=

R
Soff 01 Y=t AMO0| 7| 20| Z2 F20I2t: ¥S=20| MZ OEH. 023 S42= HOtH0|

ECB REHLC} =L}

import base64
from Crypto.Cipher import AES
from Crypto.Util.Padding import pad

1
2
3
4
5. def get_enc_text(plain_text, key, iv):

6: # QHESH L112|EQI AES £ AMEoS0] QS

7 cipher_aes = AES.new(key, AES.MODE_CBC, iv)
8

9

0

encrypted_data = base64.b64encode(cipher_aes.encrypt(pad(plain_text, 32)))

return encrypted_data.decode('ASCII')
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import hashlib

1

2

3:  def make_md5(plain_text):

4: # Z[QFSt mdb SHAIES At

5 hash_text = hashlib.mdb5(plain_text.encode('utf-8').hexdigest()
6

7

return hash_text
Offf ZEXMEH MO = QIMOILIL Y2iTl sha-256 oA+ S=

QtMst I oA

import hashlib

1

2

3:  def make_sha256(plain_text):

4: # OtFSt sha-256 SHAIEIS Al

5 hash_text = hashlib.sha256(plain_text.encode('utf-8").hexdigest()
6

7

return hash_text

= A DN =

(® CWE-327: Use of a Broken or Risky Cryptographic Algorithm, MITRE,
https://cwe.mitre.org/data/definitions/327.html

®@ Welcome to pyca/cryptography, Cryptography,
https://cryptography.io/en/latest/

® Welcome to PyCryptodome’s documentation, PyCryptodome,
https://www.pycryptodome.org/en/latest/

@ Cryptographic Services, Python Software Foundation,
https://docs.python.org/3/library/crypto.html
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0[2i$t 52 HEI MUHZ HSEX| g Z, 2o 27t WMat7 Lt HO|E{Q 2ZH0| THE £ ULt

Hll mII
ok

£5| MEAL E= AARIC T2 2Tt XetH HI0|HE 22 A EE XY Al A7HE|X] 42 AFEAL

OflA QIztst MEJH &2 4 QL

HAYR(FUSEHS, HAUHE §), SEHYZCIEHS, AZHE §), WAUE & SLFEE NS
SHUMEZE WSS M= HEA ASst IS HXO0F ol SLYEE HAU of Hetels S5 Sl

P22 2O MES AESHOF BTt HOt MBS ASSHA| Al EEteA

=k =
F710 2 HOIHE MYot=s E2, 77| ZFol| 2583 HHaH(Ex. secure = True) 2 Y=o &S

YR =+ U,

Ct. IE0)X|
S28E BEXNY

O Oidl= ASAIZRH HEU2S MAYE ASSIE FET FR0IT
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1:  def update_pass(dbconn, password, user_id):

2 curs = dbconn.cursor()

3 # Y2SEX| Y2 WARES DBO MY

4 curs.execute(

5 'UPDATE USERS SET PASSWORD=%s WHERE USER_ID=%s',
6 password,

7 user_id

8 )

9

dbconn.commit()

r

Of2f= oAl EU2|ES 0I5t HUY A=st 0|20 WAYEE Aot RUCt. Of O, siAlets Lot
o

SHA2561F 20| 2H4-g0| HEE File|ES AHEaH0F SiCt.

N

from Crypto.Hash import SHA256

def update_pass(dbconn, password, user_id, salt):
# o 2SS 0|80l0 WARES YZst
hash_obj = SHA256.new()
hash_obj.update(bytes(password + salt, 'utf-8’)
hash_pwd = hash_obj.hexdigest()
curs = dbconn.cursor()
curs.execute(
'UPDATE USERS SET PASSWORD=%s WHERE USER_ID=%s',

2@ © @ F @ a o @K

—_ =
N

(hash_pwd, user_id)
)

dbconn.commit()

_\_\
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—

import socket

127.0.0.1"
65434

HOST
PORT

def send_password(password):
with socket.socket(socket. AF_INET, socket.SOCK_STREAM) as s:
s.connect((HOST, PORT))

# AQICS 55t 5HX| 943 H&BH0! QHHGHR QL.

2 © @ F @ @ B @

[
—

s.sendall(password.encode('utf-8")
data = s.recv(1024)

_\_\

|

Offi= HERJIE Soif WEE= WA LEEX| EES Asloty H&cks HAIE 2O L.
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10 import socket

2. import 0s

3:  from Crypto.Cipher import AES

4:

5. HOST = '127.0.0.1"

6: PORT = 65434

7:

8: def send_password(password):

9: # =XNEE MYEHO A= 25712 EE

10: block_key = os.environ.get(BLOCK_KEY')
11:

12: aes = AEScipher(block_key)

13: # WARE 5 52 JH= Y3slol0 T&Eol= 0| Aot
14: enc_passowrd = aes.encrypt(passowrd)
15:

16: with socket.socket(socket.AF_INET, socket.SOCK_STREAM) as s:
17: s.connect((HOST, PORT))

18: s.sendall(enc_passowrd.encode(utf-8")
19: data = s.recv(1024)

20 L

21:

22: class AEScipher:
23 BS = AES.block_size

24:

25: def __init__(self, s_key):

26: self.s_key = hashlib.sha256(s_key.encode("utf-8")).digest()

27:

28: def pad(self, m):

29: return m + bytes([self.BS - len(m) % self.BS] * (self.BS - len(m) % self.BS))
30:

31: def encrypt(self, plain):

32: plain = self.pad(plain.encode())

33: iv. = Random.new().read(AES.block_size)

34: cipher = AES.new(self.s_key, AES.MODE_CBC, iv)

35: return base64.b64encode(iv + cipher.encrypt(plain)).decode("utf-8")
36:

2. AR
(® CWE-312: Cleartext Storage of Sensitive Information, MITRE,
https://cwe.mitre.org/data/definitions/312.html

@ CWE-319: Cleartext Transmission of Sensitive Information, MITRE,
https://cwe.mitre.org/data/definitions/319.html

® Password Plaintext Storage, OWASP,
https://owasp.org/www-community/vulnerabilities/Password_Plaintext_Storage
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3510 AS 3l HEIt QEF JH5A0| HOIEICH 25719 SHAIS AMSH MASICIZE AAMO0| THsH
PR ZABrute-Force)aZ0l= #|24e 4 ULCL

IHAQEE Q535 & WO MM XNXISI0| ARSI Edt ZQ XMH o153} A| AAT} OfL et& 35}
=2 X
= T

r
IIE AISSIEE off, YBat X EUEAT AATE Lo A4 HEl UBE 7S FHO2 YL

Mot =S it

Ct. IE0)X|

AATCO WAQE E 253t 7|9 22 £Q HEE SIETY sl 4R, 32 HEJL 52 £ U0

Fleottt.
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2A2otE FE Mg Al =39

86

—

11:
12:
13
14:
152
16:

import pymysq|l

def query_execute(query):

# user, passwd’t AATE0 HEOZ SIEAYEN US

dbconn = pymysgl.connect(

host='127.0.0.1",
port='1234',
user="root’,
passwd='1234',
db="mydb',
charset='utf8",

curs = dbconn.cursor()

curs.execute(query)

dbconn.commit()

dbconn.close()

AES} 22 &2 JE=

=

22|15 27K

Ql
=

|

)0l MEaHoF S,



PART HI2& AFROIZE JHOIE | HI2& Heis

10 import pymysg|

2. import json

3

4:  def query_execute(query, config_path):

oF with open(config_path, 'r') as config:

6 # AN MAUNA user, passwdS 7HH2t AtE

7 dbconf = json.load(fp=config)

8 # A0 U= =5 YRS 7|E 523 oM /M=
9: # AEA Hol et

10: blockKey = get_decrypt_key(dbconf['blockKey'l)
11: # 28 MUK YSSEY U= As 7Nt 5358kt 20| A8
12: dbUser = decrypt(blockKey, dbconf['user'])

13: dbPasswd = decrypt(blockKey, dbconf['passwd’l)
14:

15: dbconn = pymysgl.connect(

16: host=dbconf['host]]

17: port=dbconf['port],

18: user=dbUser,

19: passwd=dbPasswd,

20: db=dbconf['db_name],

21: charset='utf8',

22: )

23

24 curs = dbconn.cursor()

25: curs.execute(query)

26: dbconn.commit()

27: dbconn.close()

gt Xz

® CWE-259: Use of Hard-coded Password, MITRE,
https://cwe.mitre.org/data/definitions/259.html

@ CWE-321: Use of Hard—coded Cryptographic Key, MITRE,
https://cwe.mitre.org/data/definitions/321.html

® Use of hard-coded password, OWASP,
https://owasp.org/www-community/vulnerabilities/Use_of_hard-coded_password

@ Password Management Hardcoded Password, OWASP,

https://owasp.org/www-community/vulnerabilities/Password_Management_Hardcoded_Password
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1348 B89abel @R

HAT| &S | s 23| e 27175 %F§O%J_|;1E|§
HOorZe WL ES OH Al Ol A ik OlAICHA o1 S
(morzzy | (Eof3E) | Sl = Etel=d QA2
=S HIE) | ZM3IHIE) | HRIFIHIE) | L=(HIE) (Ex)
2011014
HIE
112 HE 112 112 2048 2048 224 224 203047HX]
128 HIE 128 128 3072 3072 256 256
192 HIE 192 192 7680 7680 384 384 20304 0|&
256H|E 256 256 15360 15360 512 512
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RSA 2112152 MO 2,048 H|E OAfQ] ZI0|Z 71Xl 712t SHA| AL25HOF of, CHE! St L2 E(Symmetric
Encryption Algorithm)2] Z0l= 0T 128H|E O|A9| 7|2 AIR5HOF SHHAS ZT 112H|E O|A).

Ct. ZE0H|

HORY0| 23t RSA YTRIZS AZSHs LI 7] AJOIXS Spi oI TRI0| HOIpHo| 8 4 QUL

M

—

from Crypto.PublicKey import RSA, DSA, ECC
from tinyec import registry

import secrets

def make_rsa_key_pair():
# RSA7| Z0|Z 2048 HIE Olotz d¥ol= R AKX %S
private_key = RSA.generate(1024)
public_key = private_key.publickey()

2 ©@ @ = @ e B @ I

—

def make_ecc():

—
—

# ECCOl 7| Z0|Z 224H|E 0[512 SHot= A QHHGIX| &S

—
N

ecc_curve = registry.get_curve('secp192r1’)
13: private_key = secrets.randbelow(ecc_curve.field.n)

14: public_key = private_key * ecc_curve.qg

RSA, DSAS| &2 7|9 Z0|= M0k 2048 H|EE, ECC2| E<? 224 H|E 0|4C= HZol0f 2tXGICt.
CIES2 tinyec 2ES ALE510 ECC 7|12 dd¢et GiXIC.
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N

from Crypto.PublicKey import RSA, DSA, ECC
from tinyec import registry

import secrets

def make_rsa_key_pair():
# RSA 7| Z0|E 2048 HIE O|4Co= ZH &Y
private_key = RSA.generate(2048)
public_key = private_key.publickey()

2@ © o F @ a o @K

N

def make_ecc():

# ECC 7| Z0|E 224 HIE O|de=z H&F

-
N =

ecc_curve = registry.get_curve(secp224r1’)

_\
@

private_key = secrets.randbelow(ecc_curve.field.n)

&

public_key = private_key * ecc_curve.g

= A DN =
(® CWE-326: Inadequate Encryption Strength, MITRE,
https://cwe.mitre.org/data/definitions/326.html

(@ FEDERAL INFORMATION PROCESSING STANDARDS PUBLICATION (FIPS PUB 186-4), NIST
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf

® PyCryptodome-RSA,
https://pycryptodome.readthedocs.io/en/latest/src/public_key/rsa.html

® Y3 Lu2E H 7| Zo| 01 QHHA, KISA,
https://www.kisa.or.kr/2060305/form?postSeq=5&lang_type=KO#fnPostAttachDownload

® DSA, Pycryptodome,
https://pycryptodome.readthedocs.io/en/latest/src/public_key/dsa.html

® ECC, Pycryptodome,
https://pycryptodome.readthedocs.io/en/latest/src/public_key/ecc.html
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8. MFOI 2

A2

gl

7L e

i s g By

0] Pty

> > |- |
O MSE U B _ 4@ ;::E
L glalia) S0k Ll 2

t 1

O W= cjojs Ee o HE WY

J,
o
o]

05 B7H53t 2AP ERS MBI 05 TK53 LS ASBITIT, J2AVH MAEl= T 2XI2 ol
NARZ B2 4 L

Lt, ekdst 37|14
e LTI A=(Seed)E AFBSHE FR0IE 1E AUS AESHK| § HESH| 022 YYo=z
d3E US At

pythonOiAl random 2&2 F=E HOt ZX0| Ofd A 2 AIZ0[8S o HA=IRACE. MM
ID, 2&53517| S F£Q HOl 7|52 9|5t S MMsID =Q HOt 7|58 £8i5t= A0 = random ZEEL}

oS5t SMOZ MAE secrets S AMEoH0f SHCY.

F|O

secrets Z=2 python 3.6 O[HOMTH ALE 7HSSIHH Y5, A 015, EQt EZI Z2 H0[HE 22

Sh=0| Xglch Z2i5H Hhgs MM AKREE 4= QICE python 3.6 0[6HHIAt= os.urandom(), random.SystemRandom
ZeAE ArEot= A0| QST

Ct. ZE0IA|

random 2l0[HE{2| ALE Al0f= HIEA| R3F017| 0212 seed =S OIS0 H-E YJaloF i, OIZA|
Y Heet StEEtE 27t 27| MR F2 22 7SS flgh Ha 018 Aldl= oA §Tt. Ofi=
QFToHA| 2 ZE= MMZ 1HE seed A= E20[L} HSE FHOZ ALEdt= F|2A random 2t0|E22{2]

HE MAHE 20 =0
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1:  import random
2:
3:  def get_otp_number():
4: random_str = "
5: # AARL ST AlZE 22 AIEER ARZOID o0, £ HOt V|52 flo
6: # H=== QFMGEX| QCk
7: for i in range(6):
8: random_str += str(random.randrange(10))
9:
10: return random_str
r
2 ZE= secrets 20|E22|E Aol 6At2|2| H 4t Wdots Qe KIRICH
QHMSt A OfA|
1 import secrets
2:
3:  def get_otp_number():
4: random_str = "
[oF
6: # Ho|IS0| Mefet Ha MHE secrets 2t0[E22] A2
7: for i in range(6):
8: random_str += str(secrets.randbelow(10))
9:
10: return random_str
r
OHE2 MM EZUS MMot= OIMZ random 2t0|E2{2|S AtEsH QHMBIX| QILCH.
OFHEIX| 942 FE OfAl
1:  import random
2. import string
3:
4:  def generate_session_key():
55 RANDOM_STRING_CHARS = string.ascii_letters + string.digits
6: # random 20|E2{2|E HOt 7|50 ALESSHH ST
7 return “”.join(random.choice(RANDOM STRING CHARS) for i in range(32))
r
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HAQEL QSHE X EAEZ Y30 AEot= F2? TS secrets 20|252|= Y&t H+E 0|18

oiOF SiCt.

import secrets
import string

def generate_session_key():
RANDOM_STRING_CHARS = string.ascii_letters+string.digits
# 2Ot Vs &= U= secrets 2t0|E2|E AlZal0oF QHMBIC

return *”.join(secrets.choice(RANDOM_STRING_CHARS) for i in range(32))

N @ 5 @ W 2

gt Xz

(® CWE-330: Use of Insufficiently Random Values, MITRE,
https://cwe.mitre.org/data/definitions/330.html

@ Insecure Randomness, OWASP,

https://owasp.org/www-community/vulnerabilities/Insecure_Randomness

® Generate pseudo-random numbers, Python Software Foundation,
https://docs.python.org/3/library/random.htm!|

@ Generate secure random numbers for managing secrets, Python Software Foundation,
https://docs.python.org/3/library/secrets.html
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9. FYUTH HAYE OI8

7L e

Continue Recovery

AXIOZ 23t HAQE REFAS Q75K QOB, ARBXF AH0| FOfoHH Tk OHXEt HACS
MABP| QoA THAQIE ME 2 O] QM OIN HAISHS HAYIS 4% Al MZHOF Lk

Lt. orst 3|y
X7 HBS 2YT WAASWAYCE)E 2XI2 Y2X, S42X 52 S350

5t
HZSHH ALESI=S SHOF SiC.

Ct. IE0)X|

AFEXPZL et A0 oot S8 4

ol

B0l 7t S¢ Mg +™otal RAC.

1:  from flask import request, redirect

2. from Models import User

3: from Models import db

4:

5. @app.route('/register’, methods=['POST)

6: def register():

7: userid = request.form.get(userid’)

8: password = request.form.get('password’)

9: confirm_password = request.form.get('confirm_password’)
10:

11: if password != confirm_password:

12: return make_response("IAY=7t AX|GHX| LELICH, 400)
13: else:

14: usertable = User()

16: usertable.userid = userid

16: usertable.password = password

17: # HARE dH fAlS SRIGHK| 411 3|3 7t

18: db.session.add(usertable)

19: db.session.commit()

20: return make_response('&/712) AZ" 200)

94



PART HI2& AFROIZE JHOIE | HI2& Heis

INEEIN;
AC Lo
10K12| 2

DTG LR

N NN NN NN /2 vy v
RPN ODFNPGLPONRE

26:
27:
28:
29:
30:
31:
32:
X3
34:
BHx
36:
37:
38:
39:
40:
41:

AY 235 Aol 3|E7HY Al HAYE SEESt HOIE A3 2 7t SYUXEE +-oH0F sttt
EFEN(CI@#$% ") 71Y WS ZA0f U2t HASI0] ARSI b, HARES RAtZTH
E S

THY AL HOY 4 UOU ABKDL QMK HAYER

from flask import request, redirect
from Models import User

from Models import db

import re

@app.route('/register’, methods=['POST)

def register():
userid = request.form.get(userid’)
password = request.form.get('password’)
confirm_password = request.form.get('confirm_password’)

if password != confirm_password:
return make_response('T{ALIE=7} UR|oHA| 4ELICE", 400)

if not check_password(password):

return make_response("HAYE XA UX| UELICL", 400)
else:

usertable = User()

usertable.userid = userid

usertable.password = password

db.session.add(usertable)
db.session.commit()
return make_response('&/712) H2" 200)

def check_password(password):
# 33 01y BA=Z H4E 82| 0|y HAYE HA Bd HE
PT1 = re.compile("(?=.*[A-Z])(?=.*[a-z])[A-Za-Z\d!@#$%"&*]{8,}$)
PT2 = re.compile("(?=.*[A-Z])(?=.*\d)[A-Za-z\d!@#$%"&*]{8,1$)
PT3 = re.compile("(?=*[A-Z])(?=*[|@#$%"&*])[A-Za—2\d| @#$%"&*]{8,}$)
PT4 = re.compile("(?=.*[a-z])(?=.*\d)[A-Za-z\d!|@#$%"&*]{8,}$)
PT5 = re.compile("(?=.*[a-z])(?=.*[|@#$%"&*])[A-Za-Z2\d!| @#$%"&*]{8,}$)
PT6 = re.compile("(?=.*\d)(?=.*[|@#3$%"&*])[A-Za-z\d!@#$%"&*]{8,1$)

# EXF T H|BI0| 10X2] O] MAJE HAF Hd
PT7 = re.compile("[A-Za-z\d!@#$%"&*]{10,}$)

for pattern in [PT1, PT2, PT3, PT4, PT5, PT6, PT7]:
if pattern.match(password):
return True
return False
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- Django ZHAY=9| VALIDATORS At
Django0iM= DIE20{2] AUTH_PASSWORD_VALIDATORS AX0jlA THAE0 CHEt HSS X|26HH,
JI2HOZ Offiet 22 HES YTt
* UserAttributeSimilarityValidator : IAQET} AFXLQ| CHE £MZH0IE, A, O|HY)SIIe| QAE &l
* MinimumLengthValidator : IIAQIE Z0|Q| £AZt &Ql(default 8)
* CommonPasswordValidator : ARZS0| 71& 0| AF25H= IHALE 20,0007H0 SHESH=X| &0l

ol

* NumericPasswordValidator : I|AQE7} X220t ZME|HU=X]

7|2 Validator 20 TSt FIt HZE 7|&F0] UCHH AKX MO ValidatorE A
AUTH_PASSWORD_VALIDATORSO| S5dli M& 7tsottt. Ot2lie AFEXL Validator 2| GIAIE &
ZLHAS S Al None Bt AMI§ A| ValidationError YAMSIEE 318 Q).

Jor

ot

2 Hur

10 import re

2. from django.core.exceptions import ValidationError

3:  from django.utils.translation import ugettext as _

4:

5: class CustomValidator(object):

6: def validate(self, password, user=None):

7: # 33 0|y EXN2 F4E 8XIE| 0|4 MAYE HAM Hid

8: PT1 = re.compile("(?=.*[A-Z])(?=.*[a-z])[A-Za—z\d| @#$%"&*]{8,}$)
9: PT2 = re.compile("(?=*[A-Z])(?=.*\d)[A-Za-z\d$@$!%*?&]{8,}$")

10: PT3 = re.compile("(?=.*[A-Z])(?=*[|@#$%"&*])[A-Za-z\d|@#$%"&*]{8,}$)
11: PT4 = re.compile("*(?=.*[a-z])(?=.*\d)[A-Za-z\d!@#$%"&*]{8,}$)

12: PT5 = re.compile("(?=*[a-z])(?=*[|@#$%"&*))[A-Za-2\d| @#$%"&*]{8,}$)
13: PT6 = re.compile("(?=.*\d)(?=.*[|@#$%"&*])[A-Za-2\d!|@#$%"&*|{8,}$)
14:

15: # 22X 74 HEel0] 10At2] Ol HARE AA Ftal

16: PT7 = re.compile("[A-Za-z2\d!@#$%"&*]{10,}$)

17: for pattern in [PT1, PT2, PT3, PT4, PT5, PT6, PT7l:

18: if pattern.match(password):

19: return None
20: raise ValidationError(
21: _("HAQE X0 MBtshR| 45U,
22: code='improper_password',
23: )
24:
25: def get_help_text(self):
26: return _(
27: "AREE= B2 HEX}, ARK, =X, 22X X8 § 27X 0|4 8Xt2|0|7Ly 22Xt 4
28: AEel0] 10Xt2] 0[440|0{0F SfLiCt”
29: )
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gt Xz

® CWE-521: Weak Password Requirements, MITRE,
https://cwe.mitre.org/data/definitions/521.html

@ Authentication Cheat Sheet, OWASP,
https://cheatsheetseries.owasp.org/cheatsheets/Authentication_Cheat_Sheet.htm|

® Regular Expression HOWTO, Python Software Foundation,
https://docs.python.org/3/howto/regex.html

@ Password management in Django, Django Software Foundation,
https://docs.djangoproject.com/en/4.0/topics/auth/passwords/
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10. FHZSH MIME =01

7L e

B e M S
J5 g4y BEE §T
TE Wz A alhkl
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— ﬂ‘ — s

0 FHLG Ay pEg
TMEE B MR R

YE2E ol

E) SEE asiyges))
B S M

D=3, 2t0|22i2], ZE9| MM et 7ad AS0| HESH| B0t SHRIL| oMol FEIt A

Jtset EofHOZ, 22H0|AER M AO0[2] =2 CIO|E TE, I CI2ZE Al Y 4 AT HI0JE
HE E= OR22E A 2 MEEE UAME2 HE HO0IE 2Sstd Al 22, +=4Z0|A 0] MBS

o
3ol CIOJE| HE OS2 SHITH 4 QUL TG SA| 7[Ht ZBT AT 2D A KIS WA oTES

HEY = AR, HAMES MESHA =T B=E CIOIH0| CHEE oAl A= QFTHA 238 = RUCH

2 HIO|E ME E= CI22E Al HO[E0)| tiet MAMBE &7 HEotil, sMUF0ME WE T2 T

MEES HSol ool HE RS 2fQlohof ottt
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Ct. 2O
CLE2 S41=0] HIO|Eet 8fH TEe MAMES +I=S0M B2 X2|otA| 411 HI0|EE 1tz LI=Z|h

HIOE LHSO| ZetE OoPM FET Aolikl= FOer HAIE 20 =L,

1 import base64

2. from Crypto.PublicKey import RSA

3: from Crypto.Hash import SHA256

4:  from Crypto.Signature import PKCS1_v1_5 as SIGNATURE_PKCS1_v1_5

5. from Crypto.Cipher import PKCS1_v1_5, AES

6: from Crypto.Util.Padding import unpad

7:

8:

9: def verify_data(request):

10: # S2H0|MEERE M2 HO|HEXNMES 4 X2| ofX| ES)

11: encrypted_code = request.POST.get("encrypted_msg", ") # 2LSatel LOPH T2

12:

13: # MU U&7 2E (S4450] HE7|E 0[0] SRI}UCtD 7H)

14: with open(f"{PATH}/keys/secret_key.out", "rb") as f:

155 secret_key = f.read()

16:

17: # OIR7|2 22/0|EY} M3 Mo FAE 253}

18: # (decrypt_with_symmetric_key &&= 99| Si4+HOZ NEXMQI 2535 1P Meksh)

19: origin_python_code = decrypt_with_symmetric_key(secret_key, encrypted_code)

20:

21: # SZ0|CERRH AT 22 Mo I A

22: eval(origin_python_code)

23:

24 return render(

25 request,

26: "[verify_success.html",

27: {"result": "TiOPM TEZ MsHZHELICE",

28: )

9ot PH = Vs 2oz HAL= HI0[EE MFols 4R, HEAl MAMES SH HEoH0F SHH

FAUZ0M = MXMBS 2felel SLUF0M HiH O0|E| FAYS HSoH0F ottt 2reF sS4 = 10{7t
CI2 Z2 AISS 95 210[=2{2/0) T2t HOIE QITT WAN X017k YOU BIEA| IS HE X Y
30| Bt =53t 1PY0| YHHMOZ H XN2|E=X| HBoH0F ottt
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10 # ANMT B0 ARget T Q&S MO[M M7 |X| & SAI= 2100 mh2f

20 # ZEHE 2 ACH, A0 SRt S/71=2 S etet MAMED HE H0[H oiAlge

3: # x| RE dAilols ZEE B9

4:  def verify_digit_signature (

b origin_data: bytes, origin_signature: bytes, client_pub_key: str ) -) bool:

6: hashed_data = SHA256.new(origin_data)

7: signer = SIGNATURE_PKCS1_v1_5.new(RSA.importKey(client_pub_key))

8:

9: return signer.verify(hashed_data, base64.b64decode(origin_signature))

10:

11:  def verify_data(request):

12: # S2H0|MEZRE M2 H0|H

13: encrypted_code = request.POST.get("encrypted_msg", ") # LSstE MO A=
14: encrypted_sig = request.POST.get("encrypted_sig", ") # U&st= FMAMH

16

16: # MHel UEMHIZ)7| & S717] 2E

17: with open(f'/keys/secret_key.out", "rb") as f:

18: secret_key = f.read()

19:

20: with open(f'/keys/public_key.out", "rb") as f:
21: public_key = f.read()
22:
23: # HR7|2 OO0 FE 2 MAANE 2535}
24 origin_python_code = decrypt_with_symmetric_key(symmetric_key, encrypted_code)
25: origin_signature = decrypt_with_symmetric_key(symmetric_key, encrypted_sig)
26:
27: # S20[AUES JIH7|E Soff oM TE(HFR) TMRMYES HS
28: verify_result = verify_digit_signature(origin_python_code, origin_signature, client_pub_key)
29:
30: # MAME 45 SIRICHE Mo A= A3
31: if verify_result:
32: eval(origin_python_code)
33: return render(request, "/verify_success.html",
34. {'result”: "MXIMY #35 S ¥ IO|W TLE MAFSLICL,
85 )
36: else:
37: return render(request, "/verify_failed.html",
38: {'result": "MXIMY EE= DO FETt /HEEHUSLICET,
39: )
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® CWE-347: Improper Verification of Cryptographic Signature, MITRE,
https://cwe.mitre.org/data/definitions/347.html

@ Security Consideration for Code Signing, NIST,
https://csrc.nist.gov/CSRC/media/Publications/white—paper/2018/01/26/security-considerations—for-code
-signing/final/documents/security-considerations—for-code-signing. pdf

® Verifying a signature, PyCryptodome.
https://www.pycryptodome.org/src/signature/signature?highlight=verify#verifying—a—signature
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1 import os

2. import socket

3:  import ssl

4:

5. HOST, PORT = "127.0.0.1", 7917

6:

7. def connect_with_server():

8:

9: with socket.socket(socket. AF_INET, socket.SOCK_STREAM, 0) as sock:
10: # 2ot JM 5 43

11: context = ssl.SSLContext()

12:

13: # SSLContext MEXIE 2H =& W, CERT_NONEO| 7|22k

14: # YOS QIEoHA| %7 R0 S4lotlitoh= MHO| M2IEE HEe £+ gz
ilI58 context.verify_mode = ssl.CERT_NONE

16:

17: with context.wrap_socket(sock) as ssock:

18: try:

19: ssock.connect((HOST, PORT))

20: ssock.send("Hello I'm a vulnerable client :)".encode("utf-8"))
21: data = ssock.recv(1024).decode("utf-8")

22: print(f"») server from ({HOST}, {PORT}): {data}\n")

23: finally:

24 ssock.close()

SSL ¢1Z Al PROTOCOL_TLS_CLIENT EREZS 7151 QIZA Q&4 ZAI SAE 012 20I1S
913t context TAIBIR! verify_mode?t CERT_REQUIREDE A¥HEID, Aftio] Q15K RE42 258 4 ULt
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104

N

e
N

12:
18
14:
15z
16:
17:
18:
19:
20:
21:
22:
23
24
205
26:
27:
28:
29:
30:
31:
32:
BEH
34:
-

@ ® e F @ H @I

import os
import socket

import ssl

CURRENT_PATH = os.getcwd()

HOST_NAME = "test-server"

HOST, PORT = "127.0.0.1", 7917

SERVER_CA_PEM = f'{CURRENT_PATH}/rsa_server/CA.pem" # AMHZZE]

def connect_with_server():

with socket.socket(socket. AF_INET, socket. SOCK_STREAM, 0) as sock:
# PROTOCOL_TLS CLIENT E2EZE F7I610] QAUSAM R84 HAR SAE 0|

# context® 7M. verify_mode?t CERT_REQUIREDZ MH=
# check_hostnameO| Truez &&=

context = ssl.SSLContext(ss|.PROTOCOL_TLS_CLIENT)

# NHZEH MEE2 CA 2SS ME contextd| 2E
# CERT_REQUIREDZ Qloff Tz~
context.load_verify_locations(SERVER_CA_PEM)

# SAE 0|2(HOST_NAME)O| YX|5IX| kO™ Al 27}
#

i =l
# SE(server.csngt SAE I AX|GHO0F o

with context.wrap_socket(sock, server_hostname=HOST_NAME) as
try:
ssock.connect((HOST, PORT))

ssock.send("Hello I'm a patched client :)".encode("utf-8"))
data = ssock.recv(1024).decode("utf-8")
print(f")) server from ({HOST}, {PORT}): {data}\n")

finally:

ssock.close()

HEH2 CA 21BN

[t
Lo
-5

A1t context wrapping Al server_hostnameO| &K AHOA|

ssock:
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® CWE-295: Improper Certificate Validation, MITRE,
https://cwe.mitre.org/data/definitions/295.html

@ ldentification and Authentication Failures, OWASP,
https://owasp.org/Top10/A07_2021-ldentification_and_Authentication_Failures/

® TLS/SSL Wrapper for Socket Object, Python documentation
https://docs.python.org/ko/3/library/ssl.html

@ Improper Certificate validation, AWS.
https://docs.aws.amazon.com/codeguru/detector-library/python/improper—certificate-validation/
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—

from django.http import HttpResponse

def remind_user_state(request):
res = HttpResponse()
# #7119 CtEAZEE 1HOR WMESHAH ZA d&otl U0 AXGEK| 4Lt

res.set_cookie(rememberme’, 1, max_age=60*60*24*365)

N @ g B W iy

return res

U= AlZF2 o 7SS0 S5 Zlaz 2ot FEH 7|0 2 Y2/t ZYEX| §HES ottt 27|

£ HTTPSE SoiMTt MESIEE secure FHUS True(7I2AU2 False)E MET 4= ULt S2I0|YE

Z0|M JavaScriptE Sdll F7|E EZotX| Zot=F HMgh otlAt & HLAU httpOnly
=

False)2 AFsitt. OHE2 #7| Rtm AlZt

£MS True(7|2ZL

o= L HATT

N

from django.http import HttpResponse

def remind_user_state(request):
res = HttpResponse()
# F7|9| UZAIZS HAEHH E0{otT secure L httpOnly SMS 243t

res.set_cookie(rememberme’, 1, max_age=60*60, secure=True, httponly=True)

ol

It

r

N @ 0 S @I

return res

Django0lM= settings.pyOll Ofeel 20| 7t MHL=Z A¥Y 4 ALt
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1: from django.http import HttpResponse

2. from django.conf.global_settings import (

B SESSION_COOKIE_AGE,

4: SESSION_COOKIE_HTTPONLY,

B SESSION_COOKIE_HTTPONLY,

6: )

7:

8:

9: # settings.py

10:  SESSION_COOKIE_AGE = 60 * 60 * 24 * 14
11:  SESSION_COOKIE_HTTPONLY = True

12:  SESSION_COOKIE_SECURE = True

13: "™

14:

15:  def remind_user_state(request):

16: res = HttpResponse()

17: # M ME(setting.py)HlA default2 F7| S HXSH AEY
18: res.set_cookie(

19: "rememerme”,

20: 1,

21: max_age=SESSION_COOKIE_AGE,

22: secure=SESSION_COOKIE_HTTPONLY,
23: httponly=SESSION_COOKIE_HTTPONLY,
24 )

25: return res

2. AR
® CWE-539: Use of Persistent Cookies Containing Sensitive Information, MITRE,
https://cwe.mitre.org/data/definitions/539.html

@ Expire and Max-Age Attributes, OWASP,
https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.html|
#expire—and—-max—age-attributes

® HTTP state management, Python Software Foundation,
https://docs.python.org/ko/3/library/http.cookies.html

@ Django set_cookie, Django Software Foundation,
https://docs.djangoproject.com/en/dev/ref/request-response/#django.http.HttpResponse.set_cookie

® Django Settings, Django Software Foundation,
https://docs.djangoproject.com/en/4.0/ref/settings/#sessions
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ATEQ0] HUAP} BOIZ oA FA20| HAYES HOIE ZL, AZEY07L AT S0l= INS
o

HZ{BHs 20| OHS: OfEi7| EICk. Brof BHRPE AATCO) TS 4 AUCHH AAHO| A8 FUE 4 ULk

FA0l= oto|H, HARE S 2ot HHE WES 7|Y5HA| H=0

Ct. Z=O0i|H|
Ha|dS flol Of0IC|, HALQE § SRLEEE FMF 20 2d & X|RX| = 42 EE & HQHO|
LADILY.
OLMBIN| 92 TS OJAl
1:  def user_login(id, passwd):
2: # THE0 ZEE 52 AAHS 2F ¥
3 # id = admin
4: # passwd = passwOrd
5 result = login(id, passwd)
6:
7: return result
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D233 Y Aol RN SO HHSS A AL HAYS SO HEE MY 242

AfR[sHOF BHCt.

QtMst I oA

Jor

def user_login(id, passwd):
# FHE0] Z3E DIASH JEHE AF|

result = login(id, passwd)

1:

2
3:
4 return result

gt iz

@® CWE-615: Inclusion of Sensitive Information in Source Code Comments, MITRE,

https://cwe.mitre.org/data/definitions/615.html
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7t. L
"Abdc1 2341 EEE" “FIDAETRYAE."
HE — — : @
“Abdci234@EE" “AXDAETARAE
+

“Salt Valua

HARIES 20| ZRIYLS XM B, 7 20| HOEIS DT T7|9| AIZIOE HEtiFE UL
X

ShAIR+E OI&3H MY + ALt Ut ZQYEE £E(Salt)0| LU shAE+E ALEdH MYTCHH

oT=2 o o= M = ’
K= 02| At 2R HOISS 0I8al shAlatS Zord == UL

Ir

2i9|9| Z20[Q! HIO|HE 1FE 37|19 sHAULE HeklF

LA SHAI+E O8I0 XMYICt. Eot, EEU2 MEAER R YdsH0F 5iH, 0| 2ot ALEXt
Xtohl=

ng r

-

TOPWOIAY= hashlib 2t0|E2{2IS ALBEH SHAIZS 448 & O, salt 242 os.urandom() & QIS

ot 4 2t0[E2(2|E Aot Ydotof Sttt

Ct. IE0)X|

CHS2 salt B0 207} 2 WARISE SHA| 01 Tl 2=20] SZAK0| 2fel g4 RFE= GIME 20 =Lt

—

import hashlib

def get_hash_from_pwd(pw):
# salt 90| MME SHAIZLE Z=7t <fcl FQfsiCt

h = hashlib.sha256(pw.encode())

N @ g B Wi

return h.digest()
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B2 Z20|9| HAJER LT =2 SHAUE Ygot7| FohM= HEA SE as & TEHSHOF

ot
n

10 import hashlib

import secrets

def get_hash_from_pwd(pw):
S ALZotH ZO0|7) B2 MAQEZE DZEO| oiAE dae = UCh
o

ASAHER FYUOHH -doH0F otH, A=} S/ DBOI| AI&sHOF

\J

# &E

Nog
ol
il

salt = secrets.token_hex(32)

2

3

4

5

6: # SE
2

8 h = hashlib.sha256(salt.encode() + pw.encode()
9

0

return h.digest(), salt

gt Xz

® CWE-759: Use of a One-Way Hash without a Salt, MITRE,
https://cwe.mitre.org/data/definitions/759.html

@ Password Storage Cheat Sheet — Salting, OWASP,
https://cheatsheetseries.owasp.org/cheatsheets/Password_Storage_Cheat_Sheet.html#salting

® hashlib - Secure hashes and message digests, Python Software Foundation,
https://docs.python.org/3/library/hashlib.html

@ secrets, Python Software Foundation,
https://docs.python.org/ko/3/library/secrets.html#module-secrets
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r

1 import requests

2:

3: def execute_remote_code():

4. # MY =+ gl= AMOIEOIM ZEE OREE

5 url = "https://www.somewhere.com/storage/code.py"

6:

7: # ¥4 I OIRZE

8: file = requests.get(url)

9: remote_code = file.content
10:

11: file_name = 'save.py'

12: with open(file_name, 'wb’) as f:

13: f.write(file.content)

4. .

OIS TE M 9ol CIRESH I i US| SIAZ! HIT S2 53 F2Y HAS 7xlD 2ES
2leislor ot
QHMSH TE OfA|

1: import requests

2. import hashlib
3: import configparser
4:

5. def execute_remote_code():

6: config = configparser.RawConfigParser()

7: config.read(‘sample_config.cfg’)

8:

9: url = "https://www.somewhere.com/storage/code.py"
10: remote_code_hash = config.get(HASH', file_hash’)
11:

12: # 4 Ic OREC

13: file = requests.get(url)

14: remote_code = file.content

15:

16: sha = hashlib.sha256()

17: sha.update(remote_code)

18:

19: # OREE B2 Il SiAZf 2B

20: if sha.hexdigest() != remote_code_hash:
21: raise Exception(‘TH0| &AEUSLICE")
22:

23: file_name = 'save.py'

24: with open(file_name, 'wb') as f

25: f.write(file.content)

260 ...
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gt Xz

(® CWE-494: Download of Code Without Integrity Check, MITRE,
https://cwe.mitre.org/data/definitions/494.html

@ Secure hashes and message digests, Python Software Foundation,
https://docs.python.org/3/library/hashlib.html

@ Top 25 Series — Download of Code Without Integrity Check, SANS,
https://www.sans.org/blog/top—25-series—rank—-20-download-of—code-without-integrity—check/
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1:  import hashlib
2.  from django.shortcuts import render
3:
4:  def login(request):
5 user_id = request.POST.get(user_id’, ")
6: user_pw = request.POST.get(user_pw', ")
7:
8: sha = hashlib.sha256()
9: sha.update(user_pw.encode(‘utf-8'))
10:
11: hashed_passwd = get_user_pw(user_id)
12:
13: # QIZ A0 ME XMEH0] g0 BIEAQI 215 A7t 7hs
14: if sha.hexdigest() == hashed_passwd:
(53 return render(request, '/index.html', {'state".'login_success'})
16: else:
17: return render(request, '/login.html', {'state"'login failed?)
|
COE2 ABAH 2101 A0 Oiet I+~ HMietsto] FXE J40| t8ok= YHS 20 FCt
QHMSH FE OfA|
1: import hashlib
2:  from django.shortcuts import render
3:  from .models import LoginFail
4:
5: LOGIN_TRY_LIMIT = 5
6:
7: def login(request):
8: user_id = request.POST.get(user_id’, ")
9: user_pw = request.POST.get(user_pw', ")
10: sha = hashlib.sha256()
11: sha.update(user_pw.encode(‘utf-8’))
12: hashed_passwd = get_user_pw(user_id)
13
14: if sha.hexdigest() == hashed_passwd:
15: # 2701 43 Al A = A
16: LoginFail.objects.filter(user_id=user_id).delete()
17: return render(request, '/index.html', {'state"'login_success')
r
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18: # 2791 M 7|12 71827

19: if LoginFail.objects.filter(user_id=user_id).exists():

20: login_fail = LoginFail.objects.get(user_id=user_id)

21: COUNT = login_fail.count

22: else:

23: COUNT =0

24

25: if COUNT )= LOGIN_TRY_LIMIT:

26: # 27921 Mgl xt2 Qo] &z E AFo et 215 A= H|st
27: return render(request, "/account_lock.htm!", {"state": "account_lock'})
28: else:

29: # 27101 A0 sl DB 7%

30: # A A2tH DBO insert,

31: # A1 7|50| EX3CtH update

32: LoginFail.objects.update_or_create(

BEH user_id=user_id,

34 defaults={"count": COUNT + 1},

85 )

36:

37: return render(request, "/login.html", {"state": "login_failed"})

gt Xz

® CWE-307: Improper Restriction of Excessive Authentication Attempts, MITRE,
https://cwe.mitre.org/data/definitions/307.html

@ Blocking Brute Force Attacks, OWASP,

https://owasp.org/www-community/controls/Blocking_Brute_Force_Attacks

@ additional security topics, Django Software Foundation,

https://docs.djangoproject.com/en/3.2/topics/security/#additional-security—-topics

@ Django-defender,
https://github.com/jazzband/django—defender
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0|2t 20| otto| XHEHO CHaH SAIO HAAIED ALZAIE0| EaF 7l= 2oAAHOZ Qo S7(8t LRET

OfL2t walME| St 22 EHF0| Ty &= UL
MOIMUME HEIAHE 2tE0|M S7 A0l 0= 2 ETF Mdok=s A2 U7| *lo Lock HHME HS

[

7.
SICHAIC MEHE XSCZ HASH= acquire() HAER} A2 FQ AHHS dliKlot= release() HIAME).

ZMATL L0 MBS B S8t F12S AFEoI0] 8 HO| SiLto|
O

OF otH, &80 DXl FgS ZA8t6H7| s YAZH(critical section)

r
>
=]
e
]
my
rlo
Ok
30
>
rio
o

2 52

1=

IHO|MO| Lock ZHA| At

223 with 28 At2df

| lock.acquire()2 Xt¥E &1 lock.release()E AHeS SHA[GHOF tH, O]
CHSEA| ESE 4 QICY.

r\' oro

Ct. IE0)X|

ChE oidle s7E
2K

MUS AEe I IS =22 = M2 IEE MEds B=20| A=Y © H2
A= THE ALEX o

o
bE= D200 2o TAO0| ARZMY ot= 7IsE A +~ gl 892 20 E0O.

1 import os

2. import io

3: import datetime

4:  import threading

5}

6: def write_shared_file(filename, content):

7 # HEAYE 2HH0M= CHE AMSAS 20| M2t IUO0| A2t 4
8: # 7] MZE0 SR AHE0 oMz AR AtE=S SAI0 ofoF Sfct.
9: if os.path.isfile(filename) is True:

10: f = open(filename, 'w')

11: f.seek(0, io.SEEK_END)

12: f.write(content)

13: f.close()

14:

15:  def start():

16: filename = ‘. /temp.txt’

17: content = f“start time is {datetime.datetime.now()}"

18: my_thread = threading.Thread(target=write_shared_file, args=(filename, content))

19: my_thread.start()
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022 MY AL = OfY0| AHEAL HEE= AS KIUSH7| 2ol locks ARESIH ZF MY E0M SR
XHH0|l "dote A= SHl ot oMl ZEE 20 FCt. locks acquiredtH oiE M| ERH Z5 C|O|E O
M3 & 4 Q7 lockS release o{OfIt CI2 MYE0|A 2L H|O|E{0 B2 & & QUCt.

1 import os

2. import io

3: import datetime

4:  import threading

BE

6: lock = threading.Lock()

7. def write_shared_file(filename, content):

8: # locks 0|Zol0 02 MEXV SA0 OFA0| HZokK| Rot=S Mgt
9: with lock:

10: if os.path.isfile(filename) is True:

11: f = open(filename, ‘W)

12: f.seek(0, i0.SEEK_END)

13: f.write(content)

14: f.close()

8¢

16:  def start():

17: filename = ‘. /temp.txt’

18: content = f“start time is {datetime.datetime.now()}"

19: my_thread = threading.Thread(target=write_shared_file, args=(filename, content))
20: my_thread.start()

gt Xz

@ CWE-367: Time—of-check Time—-of-use (TOCTOU) Race Condition, MITRE,
https://cwe.mitre.org/data/definitions/367.html

@ Thread-based parallelism, Python Software Foundation,
https://docs.python.org/3/library/threading.html
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2. ZTHX &%= U=EE = A &=
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E=E|X| EE=HEE CPU A2
L] L] L L] —_——
Func_AO Func_AO Func_AO Func_AO 16%
Aaz
t I
Hzz2|
L] L] L ] L ]
Func_AO Func_AO Func_AO Func_AO
5.87GB
M a2l =8 315 M0jolX| off SZE MLt T2 AEH SO| XS LUKt Qo HRYE
oA Zfol AMESHH oLt HEES AR, 7|2 AH0|A(Base Cased)’t MO0 UX| 22 XHH
S 26 2O0| HIHSA |0 XS QUSIOZM AARIOl HAMO|l MHIAS MBE 4= QA SiCt.

IOMOIM = I &2 M7 gt HBH(Recursion Depth Limit)0| MEE[0] U0 FERIT} LMSIX|

+
o
W
shon
P
]

2OLL, setrecursionlimit() &5 At &IQ|2 Z|CH ZO0|E HAGH AtEdt= B MH &

Ls—

TS| BOKIX| QT ZOlsHOF BHCh

Lt, ekdst 37|14

HE M 3 M = 3A+E Mool M g S Z2US

r9£

0=

at5| Holsl 552 F|0{aH0F B,

IOt0|M Q| recursionlimit H|3t2 AEBH QHEZ QR HMS O17| Q|5 HIHO 2  recursionlimit 2SS 261

3 702 MXGHK| QL0f0F S},

Ct. IE0)X|
ChE 2= OlAQl factorial E= &4 WROHAM XS 2ot S+2 MHES M LIRe ZUS

HOIBHT IR 0t AIAY FOIS R 4 Ur
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1: def factorial(num):

2 # MAEs EEXUS HEGH| %oF & = 0l L
3 return num * factorial(num - 1)
4
5. if _name__ == "__main__"
6 itr =5
7 result = factorial(itr)
8 print(str(itr) + ' MEZY 2 ' + str(result))
|
S3 2 E= 250 T2t X ZE HAS ST Z=2H0| Fof 50| HHX|X| RE=F ot}
QHMSH FE OfA|
1. def factorial(num):
2: # MHE AR Al ©E R4S HAloHOF S
3 if (num == 0):
4: return 1
B else:
6: return num * factorial(num - 1)
7:
8. if _name__ =="'_main__"
9: itr = 5
10: result = factorial(itr)
11: print(str(itr) + ' MEZY 2 ' + str(result))
r

TjoPMe| T H= Hek2 71=0] 100022 2FE[0 ULt Anacondal| ZLE 7= %t0[ 20000]LCH.
O Zt= ATotA| HESIK| BIOfOF SiTt.

1 import sys
2:

3:  sys.setrecursionlimit(1000)

123



| Python A01=E JtoiS

gt Xz

@® CWE-674: Uncontrolled Recursion, MITRE,
https://cwe.mitre.org/data/definitions/674.html

@ CWE-835: Loop with Unreachable Exit Condition (Infinite Loop’), MITRE,
https://cwe.mitre.org/data/definitions/835.html

® sys.setrecursionlimit, Python Software Foundation,
https://docs.python.org/3/library/sys.html#sys.setrecursionlimit
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H4E REFSE

Ol2iZ HISH| Q7ILL, ES2OP M2I5/0 02 Y0l SRYLNAY WRYE S)7t T3 0, 6
g 4 9l HotorHolLy,

L=

1. 2F HAIXI 2=

7L e

L

" hHp fiwws . 22 50 K1

o LT

AMEXL S 2 HIO[Ho| Tt Tiziet §2E Zeols 2F HAIXIE Hdoh
QIR0 MISot= BR, S g WAHZ O|0FE £ UL GILIEY Al 62l O|F0ILt =X HAIX|
(traceback)E £3dot= d2, Z2IY R FZE &7 iofg 4 7| W20t

IH3= HTTP 2F F=7t Y= QTS XM2[6H| fIgh ARSA ol 0|

S8 mEIU0| Ny,
Z:

Django Z2{|2F 2t Flask 2R

HSHE HSTIt.

Lt erdst 7Y
F HAXIZ FoliT ASXOA REet Z|agte| FHT LSBIES ot AATE0M oflQ] &2 WEH

o2 M2 ARXIOIA AAY L HE S 0Igs l= 922 E5tA| ofa 0j2) HolE

HAIXIE MSot=S 2t

Django Z|LHINM= urls.py0ll AFEXL M2l 0|2 LO|X] HEHE
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Ct. 2O

Ar8AL Mg FANMOE XMEY & ¢l= Z<2 ol HOIX0 O FE F= MHQ HEIL LE5E &
ACt 1E2|AH0|M HIZE A| DEBUG EEE TrueZ Mot HIEE Q0| Of2{2t 20| AJARIQ| :Q HHT}
&8 4 QICt Django= DEBUG ZEZ False2 HiZ3E 22 Of2fQt 20| ALEX} 02 H0|X|E &H
StX| 2™ Django 7|2 0l2{ HO|X|7} ESHELH.

1: # config/urls.py
2. # HE29 0] HO|XIE MASIK| 0t djangoll 712 O3 HIO|XIE S5

.7.“;.‘. o e i _‘

£ o 0 13700 o oy B E

Page not found 1104

Fédgpasal Malhad: GET
Rempant URL: hitp FRIT 00 1 SHE caleog!

Lkay) T SR cond cadivaal 1 Jeaal | ik iy, wa s s, DiEng Vs Mirka URL pansms o M ondar
. mdmdmr
wrobia) (T-pech>. " §
Thel ELATET] P wanslag dEli] manich aivy of s
Yo T Sedarsy s s DEairss o Iy OreeT = Tres 0 O !'i||-|-\-|||:|l-l-l1r1_|l- e, Chasagn fual in raise,

mnd Ciango will displey & slandard 404 pago

NSEl= 02 HO|IX] HSHE Ol=Zoll B2l 0|l2f H|O|X|E Yot ARSX|A Holotl MHO| HEL-ES
X|ABI5HOF BHCH

126



PART HI2& AIFOIZZ JI0I= | HI4Z GIZAMEl |

QtMst I oA

N

# config/urls.py
from django.conf.urls import handler400, handler403, handler404, handler500

# MEX FQl 02 HO|X|E X|Fot

# views.pyOll ALEAL Fo| 02 HO|X|0f CHEt ZEE Foi5t] ALEetCt
handler400
handler403
handler404
handler500 = "blog.views.error500*

"blog.views.error400"

"blog.views.error403"

"blog.views.error404"

Ol2l= tracebacks ARSI Ol ABMES HE S=HO= HAlS) FE7I &&= OME 20 ZCL

—

import traceback

2:

3:  def fetch_url(url, useragent, referer=None, retries=1, dimension=False):
4

& try:

6: response = requests.get(

7: url,

8: stream=True,

©k timeout=5,

10: headers={ 'User-Agent": useragent, 'Referer': referer },
11: )

120 L

13: except |OError:

14: # OI2{HAIX|E Solff AR HEHIL &

15: traceback.print_exc()
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2F X2 Al ot 20| off2] O|FO0[Lt ol X F2It =EEX| EES

N

N

12:
18

@ © o F @G L @I

import logging

def fetch_url(url, useragent, referer=None, retries=1, dimension=False):
try:
response = requests.get(url, stream=True, timeout=5, headers={
'User-Agent": useragent,

‘Referer': referer,

except |OError:
# 02 D= HEHE Hi2 Moot FA HED 24

loaaer.error(ERROR-01:521012{")

gt Xz

(® CWE-209: Generation of Error Message Containing Sensitive Information, MITRE
https://cwe.mitre.org/data/definitions/209.html

@ Improper Error Handling, OWASP,
https://owasp.org/www-community/Improper_Error_Handling

® Errors and Exceptions, Python Software Foundation,

https://docs.python.org/3/tutorial /errors.html

@ Django Error views, Django Software Foundation,

https://docs.djangoproject.com/en/3.2/ref /views/#error-views

® Flask Error Handlers, Flask
https://flask.palletsprojects.com/en/2.0.x/errorhandling/#error-handlers
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i s S W e cloje ulY

B o2 W A BN S o0 o THATEA

A= B2S SIS, 0|28t R0 ol 02 X2|E ofX| EE B, A=

O NS oS3 MUA} TSR @2 WHPOR DRI SHAES B 4 UL

Hex2ls ZEE

FE YAok=H|

Aot TS0 D20 MO AIZ Qo A=X| 2 SH2Z 0[0Xj= EX

20| =},

U= B20| 5t HOZ(try-except)S Ao MESHA 02 X2| it

SOIM LB 282 TilexcepBHL UXIT, T RN HEHA 012 ZXIZ 51X
. O} XX|7} 9OD2 T2 I0| A% AE7| 0| UKL OJ=5HK| 2 W
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—

2 @ @ F @ @ B @ I

import base64
from Crypto.Cipher import AES
from Crypto.Util.Padding import pad

static_keys=|
{key' : b \xb9J\xfd\xa9\xd2\xefD\x0b\x7f\xb2\xbcy\x9c\xf7\x9c',
vt b'\xf1BZ\x06\x03TP\xd1\x8a\xad"\xdc\xc3\x08\x88\xda'},
{key' : b'Z\x013.:\xd4u3~\xb6TS(\x08\xcc\xfc',
v o b'\xala=:\xba\xfczv]\xca\x83\x9485\x14\x17,

def encryption(key_id, plain_text):
static_key = {’key":b'0000000000000000’, 'iv':b'0000000000000000'}

try:
static_key = static_keys[key_id]

except IndexError:
# key U5 & 7 U Al 7|22z HBFE A=st 7|2
# ‘0000000000000000" 22 AEsp7} +SHEICE

pass

cipher_aes = AES.new(static_key[key'],AES.MODE_CBC,static_key['iv])
encrypted_data = base64.b64encode(cipher_aes.encrypt(pad(plain_text.encode(), 32)))
return encrypted_data.decode('ASCII")

Olelefd Ty Aloll Z=0] JHEXLO| O|=0t TEA SEOIA| HES BEA| 02| X2 125 F7t6H0F

ot

Ct.
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N

import base64
from Crypto.Cipher import AES
from Crypto.Util.Padding import pad

static_keys=|
{key' 1 b'\xb9J\xfd\xa9\xd2\xefD\x0b\x7f\xb2\xbcy\x9c\xf7\x9c',
v b'\xf1BZ\x06\x03TP\xd1\x8a\xad"\xdc\xc3\x08\x88\xda'},
{key' 1 b'Z\x013.:\xd4u3~\xb6TS(\x08\xcc\xfc',
v 1 b'\xala=:\xba\xfczv]\xca\x83\x9485\x14\x171,

@ ® e F @ H @I

12:  def encryption(key_id, plain_text):
13: static_key = {key':b'0000000000000000', 'iv':b'0000000000000000}

14:

16 try:

16: static_key = static_keys[key_id]

17: except IndexError:

18: # key MEl Z 23 LM A| HEC=Z AUS3 7|8 HHol=E HH

19: static_key = {key': secrets.token_bytes(16), 'iv": secrets.token_bytes(16)}
20: static_keys.append(static_key)

21:

22: cipher_aes = AES.new(static_key[key'],AES.MODE_CBC,static_key['iv])
23: encrypted_data = base64.b64encode(cipher_aes.encrypt(pad(plain_text.encode(), 32)))
24: return encrypted_data.decode('ASCII')

gt Xz

@® CWE-390: Detection of Error Condition Without Action, MITRE,
https://cwe.mitre.org/data/definitions/390.html

@ Errors and Exceptions, Python Software Foundation,
https://docs.python.org/3/tutorial/errors.html

@ Built-in Exceptions, Python Software Foundation,
https://docs.python.org/3/library/exceptions.html
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3. SHAET 02l M
7t e

D23 48 F0| 840 Z1t 20| Chet MG M2l T o2l A UEt TAS ISP LA 51X
o2 FS, IR 2 2RI OpIY 4 Ut
Lt. oHxst 27|

22 HHESHE DS B40| ZTHS HABNOF SIT ZRIZ0| N ITHE ZUQIX| HAISED, 02
H2US ARSHe Z0| TS 012 M2/ ChA THEQI 09| X212 Ssict
Ct. 0K

CE CGilRl= Chaet o7 2l

ZX[7h BEXHEsH ARE 20

—

import sys

def get_content():
try:
f = open(myfile.txt)
s = f.readline()
i = int(s.strip())

# AP 2dY + A

—

except:

= 82 © @ 5 @ g B @i

—

print("Unexpected error

oo
ChE2 2y

Jtset GIQIE MiEst

132
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N

def get_content():

2 try:

3: f = open(myfile.txt)

4: s = f.readline()

oF i = int(s.strip())

6:

7 # 2de = Ae 2R R =M M O X2| B

8: except FileNotFoundError:

9: print("file is not found")

10: except OSError:

11: print("cannot open file")

12: except ValueError:

13: print("Could not convert data to an integer.")

r

cf. &EoX=z

® CWE-754: Improper Check for Unusual or Exceptional Conditions, MITRE,
https://cwe.mitre.org/data/definitions/754.html

@ Errors and Exceptions, Python Software Foundation,
https://docs.python.org/3/tutorial /errors.html

@ Built-in Exceptions, Python Software Foundation,
https://docs.python.org/3/library/exceptions.html
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2CR

Het QF, A(HE2] S)Of XS ek S 20| JHURIF He ~ A= 2F LFRE Q6 RY

Etl
El= 2otefHo|t.

1. Null Pointer 9%t X
7t M

32| 28 Mull= T —

BN O 1 Null ZUE R 2T H YL S

E) FHaE 2= 32 Us

2 ZQIE|(Null Pointer) F&ZE= "UHXO=Z 1 Ax7F E(Nul)O] & & T2ty Sh= 7H8S AEAE

M ottt SAXIE A=HOZ & HOIE JHUXE LI 82, SHN= 1 242 Lok 09

IO |MOjAM= Null pointer dereference?t LAGIX| =Lt MOMOAE Null ZHFI7} AR EX| Lo

T4l None 7I94ES AR null HHI2H #4S Ho| SiCt. None2 CHE 91019] nullzt SUs 7|52 43
31X 1O0f NoneO| 0 i CHE 2t HO| 817l o=rt,
L}, Qrsst I

Noneg UIEISH= 8142 AtR3IE! NoneZt CHE 2 00|Lt ¥ 2XIH)0| ZHS0IA FalseZ T7tE
& Q7| 20| A4517] Tk NoneO| & 4 U= HOJEIS 1Z5E| X0 S HIO[E(S] 20| None 91X

AL AIAER RS EY + AL
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Ct. IE0)X|

oMo ZIHE AZotRl= BEXITH CIO|E|0f CHet MESH HAS +oHK| BE B9 Null pointer2t

E:
QAISE None 3t Ex QFE H

—

4444444444
© e @ G B Wy =

20:

2 @ G F @ @ B @

et
4

UL

import os
from django.shortcuts import render
from xml.sax import make_parser

from xml.sax.handler import feature_namespaces

def parse_xml(request):

filename = request.POST.get(filename’)

# filename?l None M3IE SIX| 240} Of2f LM 7ts

if (filename.count(.’) » 0):
name, ext = os.path.splitext(filename)

else:
ext ="

if ext == ".xml"
parser = make_parser()
parser.setFeature(feature_namespaces, True)
handler = Handler()
parser.setContentHandler(handler)
parser.parse(filename)

result = handler.root

return render(request, "/success.html”, {"result": result})

YHESHIXA ot= AHEE 3F Mol= $EAl HAI7F NoneO| OFIX| ZHESHOF

r

ol

-

[
.
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1 import os

2:  from django.shortcuts import render

3:  from xml.sax import make_parser

4:  from xml.sax.handler import feature_namespaces
5%

6: def parse_xml(request):

7: filename = request.POST.get(filename’)

8: # filenameO| None 2IX| =

9: if filename is None or filename.strip() == "
10: return render(request, "/error.html’, {"error": "M 00| UELICL"D)
11:

12:if (filename.count(.) ) 0):

13: name, ext = os.path.splitext(filename)

14: else:

(155 ext ="

16:

17: if ext == ".xml"

18: parser = make_parser()

19: parser.setFeature(feature_namespaces, True)
20: handler = Handler()

21: parser.setContentHandler(handler)

22: parser.parse(filename)

23 result = handler.root

24

255 return render(request, "/success.html”, {"result": result})

gt Xz

@® CWE-476: NULL Pointer Dereference, MITRE,
https://cwe.mitre.org/data/definitions/476.html

@ Null Dereference, OWASP,
https://owasp.org/www-community/vulnerabilities/Null_Dereference

@ Built-in Constants, Python Software Foundation,
https://docs.python.org/3/library/constants.html?#None
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2. SXZT IHA oAl

oo
varidch &

S b £

20

24

H=2|

ArsH 12| paqa M AR X
</> —}E = variable ¢ ;;;alé()ﬂ,g}otﬁia Bt
16 =3 - avVim— o
o2 B

20

24

D270 X2, OIE S8 &3 U= MY AEXHOpen File Descriptor), & HIZ22|/(Heap Memory),

tot X+OICE. Of2fet NS &F HOF AFES OFX[AL Of Ol AIESHA| B= BR0l=

LS

rOII

A7U(Socket) E2 &
PS

Ho| Hrekohof oh=M|, Z20 27 E= 022 A80| 2t XS LR Rots 0 2A17H 2

— o

ANES 25010 A8t CI30ls BEAl XS M = Hhateit
Ct. IE0)X|

LIE2 try 72 Wo & 4% § 277t Zde F2, close() HAEF HAEIX] Q0L AL XH0]
2K = ERE EH EO.

oT=
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r

1:  def get_config():
2: lines = None
S8 try:
4. f = open('config.cfg’)
55 lines = f.readlines()
6: # ol LM o IHY
7: raise Exception("Throwing the exception!")
8: # try HOIlN st XH0| Biek(close)=7| o
9: # 07t LloHH SHFE KH20| AARI0 BreteX| 4=
10: f.close()
11: return lines
12: except Exception as e:
13:
14: return "
012 AZ0| WASO] 847t ZRE T, 0l2/0] 2y CIRet ATIIO| By ME

|= finally 220N &

10:
11:
12:
13
14:

DN LW =

def get_config():
lines = None
try:
f = open('config.cfg’)
lines = f.readlines()
# 0l LM o IHY
raise Exception("Throwing the exception!")
except Exception as e:

finally:
# try HOIN st Xt
# finally =0 A|A5“01| Al =g 0]
f.close()
return lines

r
a

CI2 YR with 22 At83H IUS X2lsts WHOR, with 29| 20| 2
UHSHSH= OAICE O ZASHR! with® LHQl Z=0f o9)7t sttt
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OFN3t IC OfAl

—_ -

10 # with HS HEHLIZ Of £ AAR0| gret
2:  with open('config.cfg’) as f:
3: print(f.read())

gt &A=

® CWE-404: Improper Resource Shutdown or Release, MITRE,
https://cwe.mitre.org/data/definitions/404.html

@ Unreleased Resource, OWASP,
https://owasp.org/www-community/vulnerabilities/Unreleased_Resource

@ The With statement, Python Software Foundation,
https://docs.python.org/3/reference/compound_stmts.html#grammar-token—python-grammar-with_stmt
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3. A1ZIg & Y= HIOIEC AXIFY

Zann A =g i v
=W HolEls Ta €) Eawa cioled A 1En

=5 ENE"N = e
S S <>

€)1 DE 8 AAEEY

Z|&3KSerialization)= T2 10N £ SHAQ| BXH AAHA HEHE TE M= TS| 2lol 2229

QIAEIA HHE HIO|E AEZOR ZABH N0, HBRANOIN UYET U= AHO YEi2 I0z

Mo MEZ MFotALE =4l 0| MESHA EC.

J

Z2lEsHDeserialization)= B HALOZ HIO|L{ 2| Dt(Binary File) O|Lt HIO|JE AEZ(Byte Stream)
OZRH My Fx2 =ok= 1PY0IC O] mf, SMXZL HERIE 0|2 2EHtE HEE LKA

MGl IO BHK7 TS HOIE EE MAYE AEYS TN 4 U P2 M 4 o oxaR
QIFt 7 3, BH IS MY, MHIA R B S0| WY I 4+ U= Lorero|Tt

IO|MOM = pickle 2ES Sall X 3Hpickle) ¥ FEE3Hunpickle)E +8& 4= ULE. pickle ZE2
HO|Ef HZ0f CHSH T 2P0l 97| W20 Qo] FEE Mlish= 20l pickle CIO|EE FA4E 4
U0| pickle2 AR FXIE3) 5H= AR hmacQZ H|O|E{0f] MHEIHLE, json ZES AIRSH= A 13

oOF SiCt.

-

Z7|tEX] 2 A HE2E] FHO| Hye AOUOS L YoM theSAl S 424 + AL A2
O e0lM AIEEIUE WES Eetotal AL SHAI= Ol2{et A™HE ALE50 HIZ2|0 MEEO A=
U AU BF TS A + AN 2E HLE AME HO| UEA| SHIE 27| 2tE LIEZEN 023t
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_'rr

oix/zet 5fX| QTS S8 D2 IUS THAICL DY WY E= 50 FH Hs A
= P2, FAB SN S0 IS E7I5HD A S0 S SHelsto] HojEL)

=
HSSHOF SICt. =, ME|E = U= HOIH2| MBS 2lof HAZES} theQ HIO|E7H ARHO| HEE

Ct. IE0)X|

ClE OiFl= M2 + Gl= MEANZERH i 22 IES FXEs! ot =0, 012 22 F== JHEATL

ET L—1

O|=5HK| e Qo] FC Aoz O|0{E 2 ULt

10 import pickle
2. from django.shortcuts import render
3:
4:  def load_user_object(request):
5 # ANEA2R2E AE2 o £+~ Gl H0|HE FAHS}
6: pickled_userinfo = pickle.dump(request.POST.get(userinfo', "))
7: # SxIF3Kunpickle)
8: user_obj = pickle.loads(pickled_userinfo)
9: return render(request, '/load user_obi.html’, {'obi"user obi})
Ofzlf Oz AFBAIZRE! MEH2 HI0|EIE HMACS 0|8310 QNS AIBXIZRE 2 QUK HES &

ox™st ot UL,

ol
rir

)

4% JSONzt &

rio

ot me SAE S| OFMSH XI5}

O] sioll= FXZEatE C0jE £ 22U ER=Z
7
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N

import hmac

2. import hashlib

3. import pickle

4:  from django.shortcuts import render

5%

6: def load_user_object(request):

7 # OIOJE| HERE =0Iok7| fier cHAlGL

8: hashed_pickle = request.POST.get("hashed_pickle", ")

9:

10: # MEXZEE YHE2 HO|HE EH3Hpickle)

11: pickled_userinfo = pickle.dumps(request.POST.get("userinfo’, "))

12:

13: # HMAC 4352 ®let HE7 = dd

14: m = hmac.new(key="secret_key".encode("utf-8"), digestmod=hashlib.sha512)
16

16: # ZEstE AZA YHUS ofid

17: m.update(pickled_userinfo)

18:

19: # MYE2 S{A|gk(hashed_pickle)2t &3} H|0|E(userinfo)2l SHAIZtE HIWSH AS
20: if hmac.compare_digest(str(m.digest()), hashed_pickle):

21: user_obj = pickle.loads(pickled_userinfo)

22: return render(request, "/load_user_obj.html", {"obj": user_obj})

23 else:

24: return render(request, "/error.html", {"error": "MZ/E £ Q= HIO|HULICE"}

gt Xz

@® CWE-502: Deserialization of Untrusted Data, MITRE,
https://cwe.mitre.org/data/definitions/502.html

@ Deserialization Cheat Sheet, OWASP,
https://cheatsheetseries.owasp.org/cheatsheets/Deserialization_Cheat_Sheet.htm|

® Python object serialization, Python Software Foundation,
https://docs.python.org/3/library/pickle.html
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Ct. IE0)X|

LS AdE 2tF0|A TOPMe| A Hye AdE 7 M2 SR Hbt A B0 2E 28

8% MZE OE M4 20| CIOJE7} S&E0 O|=5tK| 42 HOIH7t MEE + UL

—

from django.shortcuts import render

2:

3: class UserDescription:

4: user_name = "

[oF

6: def get_user_profile(self):

7: result = self.get_user_discription(UserDescription.user_name)
8 L.

9 return result

10:

11: def show_user_profile(self, request):

12: # A= OE MM SREE 440]7] MR0| HEAYE
13: # SZ0IM SREAX QLOMOF & AEES AEBolke 49

14: # OE AYE NMO| Qo HOIE7F &8 & Tt

(53 UserDescription.user_name = request.POST.get(‘name’, )
16: self.user_profile = self.get_user_profile()

17:

18: return render(request, 'profile.html’, {'profile"self.user profile})

SRt SAE Has QAAHA HEZ MOS0 MM i SREX| Y=F

r
im
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from django.shortcuts import render

2:

3: class UserDescription:

4: def get_user_profile(self):

B result = self.get_user_discription(self.user_name)

6: ...

Vi return result

8:

9: def show_user_profile(self, name):

10: # QABIA Haz AMEoll AYE 7F SREX| EEZE ottt
11: self.user_name = request.POST.get(‘name’, )

12: self.user_profile = self.get_user_profile()

13:

14: return render(request, 'profile.html’, {'profile":self.user_profile})

gt Xz

(® CWE-488: Exposure of Data Element to Wrong Session, MITRE,
https://cwe.mitre.org/data/definitions/488.html

@ CWE-543: Use of Singleton Pattern Without Synchronization in a Multithreaded Context, MITRE,
https://cwe.mitre.org/data/definitions/543.html

@ The global statement, Python Software Foundation,
https://docs.python.org/3/reference/simple_stmts.html#global
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2. MIAEIX &1 &2 U1 3=

7L e

E flo s Lo
i
il i

o

TE= JHL0| A=EH X|AH6H0F Sttt O I== 47 59 Tdst Y2 T=

O =502 M=

= —
LS

OS] 242 AIAH HOIR 0/0(K 4 QU= HES FI Y

HEE 22, SR HE 1EE RelotHL Aotk 2 E2 =2 00FE 4 AT

Django {3, Flask ZUYI= MY +F0|AM DEBUG REE AHEY & ULt DEBUG ZEE

AtEotHE E2tRX0IM oo mo|M FES Hlst = U MOPMOIM 2ot = 2RIt FHE 2

=29 0| ALt OS2(AH0MS HHE MO BtEA| DEBUG ZEE H|Zst SHOF SiCf.

0x

Lt QS 27

ATEQIO BT X WIEA| LI TS Sol U AFBICL Dijango ZHYAI ZS HOf 20K

al

o

o

DEBUG ZEE H|2AM3} 5I3H settings.py I

O XS 5l Flask Z3UYI= app_run() Fof|

debug = FalseZ &XstH EICt,
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Ct. IE0)X|

CtS2 Djangol| OIS0 ME LIYQ! settings.py It GIAIZ, i Al AHEE DEBUG &40| Truez2
-EN AN 2 LF9| 0| U,

7h Django G|

QFHsHX| =2 IE GA|

1:  from django.urls import reverse_lazy
2.  from django.utils.text import format_lazy
3:
4: DEBUG = True
[oF
6: ROOT_URLCONF = 'test.urls'
7. SITE_ID = 1
8:
9: DATABASES = {
10: ‘default” {
11: 'ENGINE" 'django.db.backends.sqlite3’,
12: ‘NAME": “memory:’,
13: 1
14: '}
r
JHLO| Bt AATEE HIE H 2EY ZL0= HtEA| DEBUG S4S False2 HAGHOF SHTY.
QHMSH FE OfA|
1: from django.urls import reverse_lazy
2. from django.utils.text import format_lazy
3:
4: DEBUG = False
[oF
6: ROOT_URLCONF = 'test.urls'
7. SITE_ID = 1
8:
9: DATABASES = {
10: ‘default” {
11: 'ENGINE" 'django.db.backends.sqlite3’,
12: ‘NAME": "memory:’,
13: 1
14: '}
r
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L} Flask O H|

Ct22 Flaskel OHMZ, debug REJ} TrueZ MNE0] HE 59| &0| ULt

OHHSHX| 92 T OfAl
1: from flask import Flask
2:
3: app = Flask(__name__)
4: # OH1 2E &% @8]
5. app.debug = True
6:
7:  @app.route('/)
8: def hello_world():
9: return 'Hello World!'
10:
11: if _name__ == "'_main__"
12: app.run()
13: # OO 2= 45 22
14: app.run(debug=True)
| 4
OR7HR|Z, I 0| Bt AATFES HiE 3! 2 Al BIEA| debug SME FalseZ HHHOHOF BTt
QHMSH FE OfA|
1: from flask import Flask
2:
3: app = Flask(__name__)
4. app.debug = False
[oF
6:  @app.route('/’)
7. def hello_world():
8: return ‘Hello World!"
9:
10: if _name__ == "'__main__"
11: app.run()
12:
13: app.run(debug=False)
r
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gt Xz

(® CWE-489: Active Debug Code, MITRE,
https://cwe.mitre.org/data/definitions/489.html

@ Settings, Django Software Foundation,
https://docs.djangoproject.com/en/3.2/ref/settings/#debug

@ Debug Mode, Flask,
https://flask.palletsprojects.com/en/2.0.x/quickstart/#debug-mode
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3. Public HIAEZ5H Bi2tE Private tHE
7L e

0| t
n R0JE| &Y Erivots orray

7 R
oo | W2 9;A| 401 private AIY0| GiCH SIX|TH CHEEC| mO|M FEJt 2= FXIOZ 0|2 oo UE
(0d:__spam)2 A|ZSHH private 2 XM2|EIC} publicQZ MU HASOA HES HiststH i HiE O
X 7|7} 9I$01I SME[0 F0A HIE Tt A & HF0| 7HSSHRICE 025t {42 HHE 2Tt

OfL|2t A 7HsBHmutable) B ZHX|0f SHEEICT,

- HAl 2
public attribute, methode 7|2XQZ public
tect attribute, method 20 _(single underscore)2 £0M HEA| &
protec MH| HOF HCHs EEY
attribute, method 20l _ (double underscore)S £0{A EA| &
private oM {1 WZ22(hame mangling) 22 private HHO| _class__member2 ™22 7+s5HX| Tt

BIZGHR 28.

HAER WHBISIK| X2 SICt private HIZO CHSH ZAHES

private2 MRE BES publicQ= MRUE 2 =
HISISIEE 5l HiO| A0 CHSHAI= clone() HAEE Sl 2AME FAE MASIEE M private MO
HiE 2t A £40 Dot Q=X L2 ™S WIS, Drof HiEO| |ATJt String EtY St 20| HHO|
EIX| o= AR(mmutable)dll= private HIEO| EAMES QST 0|2 SISHSIEE RMMSHY,
Ct. ICofH|

MBI 0|Z UHEISHE public HASE ARB3H IAIS B0 ZLt 0] #S
MY 4 U= SAHO| MBI

Lt OlXl= private H4E
X 2

QFUA S2HA LHO| SAHKN U= private HIE 20
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class UserObj:
__private_variable = []
def __init__(self):

pass

# private H{€2 2|E5= public HIAES Aot 4L F|ofst
def get_private_member(self):
return self.__private_variable

Ofz Oidl= Liet Q59| HiHO| M2 HEE= A2 oYsH| ¢ol [[]= M2 ZHE WEsH A4S
HEststT QIC)

=0

class UserObj:
__private_variable = []
def __init__(self):
pass

# private HIES Btetsl= 42 []E AISO0 2t LiE
# HIEO| M2 FHEEX| LESF oi0f ST
def get_private_member(self):

return self.__private_variablel[:]

gt &A=

@® CWE-495: Private Data Structure Returned From A Public Method, MITRE,
https://cwe.mitre.org/data/definitions/495.html

@ Do not return references to private mutable class members, CERT,
https://wiki.sei.cmu.edu/confluence/display/java/OBJ05-J.+Do+not+return+references+to+private+mutable

+classtmembers

® Shallow and deep copy operations, Python Software Foundation,
https://docs.python.org/3/library/copy.html
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4. Private HHE0ll Public HIOIEH &©Z

7L e

Private afray

."
¢ .ll [ [

) ciojed W 'T

o

publicQ= MAE MHAZ9| 2RIt privateZ HAE BB MYEH private HIES AR0HA HZot0
HE +Hd A S8 HEF0| THSHEIC.

public® HAE9| QXE private 2 MAUE B0 XM YoHK| HES ST ABAt HEet U=

SolilA LIR0M private atE HASHA= ¢ EH, EQot FR BEO| QAHA M2 FYOBiAL, 25t
IS0t HMEE o Y& RS HEst = HEaHof ottt

Ct. ZE0IA|
LS M= __E OIEaiA To[Mo| LT HHES ddot QR &t
OIAE 20 Z=Ct. 0] 32 53 g Efol| M2t AR0M private HHE

class UserObj:
__private_variable = []
def __init__(self):
pass

# private HIZO 25 Zt2 HIE St= public HAEE ARESH=

# A [oF5iCt

def set_private_member(self, input_list):
self.__private_variable = input_list
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Oteff OfiMlE LHEQE ROl HHEO| MZ HZE= AS GYsH| 2ot [12 M22 HHE Yd5te %t
CHRJSte ALt

mjo

class UserObj:
def __init_ (self):
self.__privateVariable = ]

# private H{E0| 2% S HIZ HYsts ER [1E A3
# QUEQL LHEO| BiEO0| M2 HXEX| UT=2 G{0F STt

def set_private_member(self, input_list):

@®F2T L=

self.__privateVariable = input_list[:]

gt Xz

® CWE-496: Public Data Assigned to Private Array-Typed Field, MITRE,
https://cwe.mitre.org/data/definitions/496.html

@ Shallow and deep copy operations, Python Software Foundation,
https://docs.python.org/3/library/copy.html

@ Private Variables, Python Software Foundation,
https://docs.python.org/3/tutorial/classes.html#private-variables
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NIE=g APl 28

Q= ALE0]| Hioh=s UHOZ APIE AFSSIALE, 22101 F2feh APIS ARZSI0 &S & U= HOIFHO|L

1. DNS lookupOfl 9l

M

o HoIAN

7l Qe

) HME SyEs 84
Bkt O b 192710011

HHE JH ip=192 188,10

winre bank, ki B |

AR T8l — [

ED Sivwrw honk k7 —:'@

- TR LR LT R R Banl DM
€ Ao DS
1] L | 4'
e bank kr? —— ) Criweww bank ke?
S 2
— 4
Fe- &) A dhonk b DNSY
AP 10, W I L [
1l Dbl mAL &g
| ) Gwew bank. io?
>

[ 7-1 R R SR [ R

(8] -
5 B

SAX7L DNS AEZIE £ £ U202 THIHN AZE0M 2AAHRIS X H2 SH 5)2
DZOfOF ottt 2tef, 2 DNS AMHO| FHAIZF SHXIO| ol LB EH S&O0[2HH, ASAIet £ At
HEI EHN0| SHKNE BRI &+ UL E8H, AL OIX| S ZHII0 £t A2l ZXE

Y+ UL

ob
Ral

N
1o

SHOrAFNM THIHS O0|E¢8t DNS lookupS ofk| HEE

r

O
i
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| HI72 API 28

Ct. ZE0IA|
ChE2l s =HRIES Sl

5
EXISHA A 0]2{5 HOt MAES

1. def is_trust(host_domain_name):

2 trusted = False

3 trusted_host = "trust.example.com"

4. # SAX0| 2ol Helikl= MHC| DNSIt HEE + b=
5 # QIMGEX| QLCk
6

7

8

if trusted_host == host_name:
trusted = True
return trusted

b

=
ra
Ui
1
$9
ful

import socket

def is_trust(host_domain_name):
trusted = False
trusted_ip = "192.168.10.7¢
# M M2 P FAE H|WSIH DNS HZAO S
dns_resolved_ip = socket.gethostbyname(host_domain_name)

if trusted_ip == dns_resolved_ip:
trusted = True

ST RO@®F2T LR 2

= =

return trusted

gt Xz

(® CWE-350: Reliance on Reverse DNS Resolution for a Security—Critical Action, MITRE,
https://cwe.mitre.org/data/definitions/350.html

@ Socket, Python Software Foundation,
https://docs.python.org/3/library/socket.html
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3 Public HIMEZEE  PublicQZE MAE HAZO|AM Private2 MAE HIES Bt8Hreturn)dtH Private HiES| A
BISE Private HIE 20| 220] h:% [0 3HE Private HIEZS AR0N =T 7158t HorH
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B HotorA &9
1 DNS lookupOf 2l&5t ZHIH SQI(DNS lookup)2E HOIAXME £aigt 1 AoXo=z W DNS HEZ 0|7]X|
HorAY 12 HORRo| LEEE= HOtord
2 FSt APl AtE Flotst S8 AEOHA O7[X| P42 HOMRIHO| LEEE= HOHME
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wrey 201ye

® Developer Economics State of the Developer Nation, 20th Edition
developernation.netOflA] 0§ 16574= 30,000 O[AQ] JLUXISS HACE MEXAIE 6t MBI QUCE &, ZHRY,
HATE, ScIRE, LU loT, AHAL TRt MiE, UHCEATEN, AR X VRS Lot 2012 24FS HAlst? UC.

@ AES(Advanced Encryption Standard)
02 Y2 BZEC= XIHE S5 YS FYAO= 0|X2| DESE UXISHH, 0= H#E 7|& 74 (NIST)7t b9 HES}
WHE AN 2001E 118 2620 S HEXM|EZ(FIPS 197)22 UHSINLCL

® DES 21125
DES(Data Encryption Standard)&= &3} 7|t 25517|7t 22 HE7]| ASZ 64H|EQ| AUSSH|E ALESICL.
M43 Z(Brute Force)3Z0| F(2oiCt.
® HMAC(Hash-based Message Authentication Code)
ofiAl 7|8t HIAIX] 21F ZE, MD5, SHA-1 & =X2l A28t oAl 7SS H
dot= A0| 27ksot=g of 7| 71He| HIAIX| 215 ¥112|F0|C.

O
I'

! S8712 H ArEotH, MAESE

U

® HTTPS(Hypertext Transfer Protocol over Secure Socket Layer)
WWWI(ZE 2IOIE ¢) EM O2EZO! HTTPL| HOt0| ZsE HTMOo|Ct

® LDAP(Lightweight Directory Access Protocol)
TCP/IP 2I0IlM CIMEZ| MHIAE Z3(51 +Foh= 88 Z2EZ0|Ch

@ SHA(Secure Hash Algorithm)
SHAIY I E|E9 YEOZ MD52| F[eFdS CHAISI ARSICE SHA, SHA-1, SHA-2(SHA-224, SHA-256, SHA-384,
SHA-512) S92 CtFst HHMO0| Qlon, s TZEZQI TLS, SSL, PGP, SSH, IPSec S0l AFEEICE

® umask
ol = ClEEZ|Q Hetg AE5H| et HEOO|CY.

@ JH2I3I(Private Key)
37| 7IE R0 JHQI7 |2 -E58E @foll HIZ HIAXIE wEtoh= FAIKITO| 211 Q4= 7|0|Ct.

@ ZJH3I(Public Key)
THFI= XIHE QIS7|0N 2ok MBEI= 7302 A, 0| Z7H7|REE| MM JHOI7 |9 B ZEI0f, HIAIX| & FX}

MEO| o-=58i0f UXMOZ AZE 4= Ut SIS ALEdk= AIA'RS S7H7| 7| Z(Public Key Infrastructure,

PKI2t

re

ct.

@ Z==3|(directory traversal)
HUZE Fx YA/ /8)S 018dl TE CiEEZ|Q SN Hdoh= SAUHCE = FXH0I2tNE

re
s
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® =& SQL(Dynamic SQL)
OD2#9| Z240f M2t SQLEO| LA Ydkls 39, Z=T03 43 Ao M| H220| 2= DB 2Fok=
SQL=

njo

QUSIC}

@ S& 2I(Dynamic Query)
ZZO|Lt HOISHS I SQL H2E A7 W&ol DB M50 X2loh= 42I0|C,

® AZEQ0] JHEO

ro

H

’

A, =2|X QF SOZ 5 AZEQ00] LHKHE ZOtFAHS Z|As5h=

id S HAUH ST = A= AR 2AZEQ0E TS| flet 2 9 1rgS ojsitt. #2 20joA ATE

A THEER2 ATEQN YFFT(9| 2t HAEZ Q7&= BoEESS BF Eololl, &2 20|2= SWIHEIFY0IA
A

AATES Aol= 1ol HAOIM EotordS Hiich | It ‘AR ZE(Secure Coding)'S 2|0IBICL.

® 8=E IiEl(Singleton Pattern)
SiLte] =273 LHOJIA SHLtO| QIABIADLS MAMEHOFRE Sh= THEO|Ct. Connection Pool, Thread Poolz} Z0| Pool
HEZ o|cl= A0 FR D= LHOA T otte] AABERZ #U2[5H0F o= HRE Tl DiOPMUM= ZiX=
HNISELC.

@ ZA 32I(Static Query)
SH 2ot g2 T2 AATEN 00| H220| 2dE HEiz 10 ALt

o dfiAlzs
7071 RI2OIA DS Z0[0] OUIHS AABHS AT |HOID, AT 32 SHAIZLOI2HD BICL MD5, SHA, SHA,

SHA-256 S92 Y1E|E0| UCt

@ SI0IE 2lAE(White List)

SH|AE(Black List)2l BIHHEOR MRS 4 QU= AO|EL} IPFA S22 WSICH

=

@ 1 & T3 (Django Web Framework)
TOMO 2 RHME| QX AA 9l T3 2 DE(Model)-F(View)-ZHEZ2{(Controller)?] MVCIHEIE =21 )L}
HSHQ MVC CIXR!I THEOIA O[0F7[oh=s HEEZ2(Q| 7152 ZUAI XXM M2ISH |0 22 (Model), BEH
(Template), F(View)2 27l MTV ZUF2t0 5P7|= ST, HEHE THAIZEn 217018t 754, HiE 71

S= gZoll AUt

@ =CtA3 & T 3(Flask Web Framework)
OO[MMO 2 XM= 010|322 & T UY3F 9| SHLI0|H, st ALt 2l0[E22|7t BQ 17| R0 00|22 =

f=2te #EC
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@ IIt&(Parsing)
YO EAES 20| U= token(02] ZMQ| HR)CZ Falistl INSZ 0|R 0T Parse treeS == IPYO|CH OfH
TS BMoL B8 HAIE ofiMols HRIE 2ot

® DIt A(Parser)
A (compiler)2| Y22 AMAUILL QIHZZ|E{(Interpreter)iiN FA| Z2TIHE 10 S0 1 29| XS Y0}
Li= parsing(11E2 24)2 YYol= T2 UBICL

@ XML(eXtensible Markup Language)
W3COIA IHLEHUCH, CIE S0t SNZ 2= O3 0E =

A Fags = A0 HTMLE| SHIE 3= SXo=2 USHRL

FII'

Ol AFSECE QB0 HBE AA-7E| HOIHE

o

® DTD(Document Type Definition)

EA Bt HoDTD)= XML 2M2| & 3 il B0 ABE =+ QU= HESH 240 £43 HOISI

® Decorator

ol

IS WOl TS F7IS 5| 05 TNl B840 HELZ HIEBIE 3140/t BH22 S0|T HACLE 340 MQjS 2y

b UOH THAKEO| 7HSSHA| ohELE. DOMOIM @= AlXfoh=s 222 EAJSIL:.

i

ok

® 3 3| 2AEM(Public Key Certificate)

SM712] 2R3 SHot=Hl AEEl= TA SMOITE 7|0|CHe FE, ARAL| M0 tHet YE, UZAe| LR

=
MEO| E=(0f RACE

® £E(salt)

SE= oid X2 Y F ZF TIA/S0| FUtel= HEC= YYE RS 2AES 20ISi,
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